intitle:"SuSE Linux Openexchange Server” "Please activate Javas?ri?t!"
intitle:"teamspeak server-administration

intitle:"Tomcat Server Administration”

intitle:"TOPdesk ApplicationServer™

intitle:"TUTOS Login"

intitle:"TWIG Login"

intitle:"vhost" intext:"vHost . 2000-2004"

intitle:"Virtual Server Administration System™

intitle:"VisNetic WebMail" inurl:"/mail/"

intitle:"VitalQIP IP Management System"

intitle:"VMware Management Interface:" inurl:"vmware/en/"

intitle:"VVNC viewer for Java"

intitle:"web-cyradm"|"by Luc de Louw" "This is only for authorized users" -tar.gz
-site:web-cyradm.org

intitle:"WebLogic Server" intitle:"Console Login" inurl:console

intitle:"Welcome Site/User Administrator” "Please select the language" -demos
intitle:"Welcome to Mailtrag WebMail"

intitle:"welcome to netware *" -site:novell.com

intitle:"WorldClient" intext:"? (2003|2004) Alt-N Technologies."

intitle:"xams 0.0.0..15 - Login™

intitle:"XcAuctionLite" | "DRIVEN BY XCENT" Lite inurl:admin \(
intitle:"XMail Web Administration Interface" intext:Login intext:password
intitle:"Zope Help System" inurl:HelpSys 0
intitle:"ZyXEL Prestige Router" "Enter password" sa\

intitle:"inc. vpn 3000 concentrator” ‘m
intitle:("TrackerCam Live Vldeo")|("Tra§kﬁ N@a n L%%'Trackercam Remote™)
a cess

-trackercam.com

intitle:asterisk. managementypoiia
intitle: endymlon &Qﬁu .page | inu
int bd nter you wg assword to login™
intigeil ail " W

llohaMail"

intitle:ilohamail intext:"\ersion 0.8.10" "

llohaMail"

intitle:IMP inurl:imp/index.php3

intitle:Login * Webmailer

intitle:Login intext:"RT is ? Copyright”

intitle:Node.List Win32.Version.3.11

intitle:Novell intitle:WebAccess "Copyright *-* Novell, Inc"
intitle:open-xchange inurl:login.pl

intitle:Ovislink inurl:private/login

intitle:phpnews.login

intitle:plesk inurl:login.php3

inurl:"/admin/configuration. php?" Mystore
inurl:"/sIxweb.dll/external?name=(custportal|webticketcust)"
inurl:"1220/parse_xml.cgi?"

inurl:"631/admin” (inurl:"op=*") | (intitle:CUPS)

inurl:":10000" intext:webmin

inurl:"Activex/default.ntm" “"Demo"
inurl:"calendar.asp?action=login"

inurl:"default/login.php" intitle:"kerio"
inurl:"gs/adminlogin.aspx"

inurl:"php121login.php"



administrator/components/com_cropimage/admin.cropcanvas.php?cropimagedir=
/tags.php?BBCodeFile=

myevent.php?myevent_path=
fadministrator/components/com_uhp/uhp_config.php?mosConfig_absolute_path=
myevent.php?myevent_path=

includes/functions.php?phpbb_root_path=

m2f/m2f_phpbb204.php?m2f_root_path=

ftags.php?BBCodeFile=
administrator/components/com_remository/admin.remository.php?mosConfig_absolute_path=
show.php?path=

show.php?path=
administrator/components/com_linkdirectory/toolbar.linkdirectory.html.php?mosConfig_absolute_pat
h=
administrator/components/com_aémambocredits/admin.aémambocredits.php?mosConfig_live_site=
index.php?template=

search.php?cutepath=

show_news.php?cutepath=

page.php?doc=

administrator/components/com_webring/admin.webring.docs.php?component_dir=
administrator/components/com_mgm/help.mgm.php?mosConfig_absolute_path=

help.php?css_path= \(
components/com_galleria/galleria.html.php?mosConfig_absolute_path= u
big.php?pathtotemplate= \e 0

includes/search.php?GlobalSettings[templatesDirectory]= %
interna/tiny_mce/plugins/ibrowser/ibrowser.php?tigy. @

/functions.php?include_path=

modules/My_eGallery/index.p %Jx)ﬁﬁ\ %
components/com_galleri p?m @ te Path=
/includes/orderS c@ glob= l&c & 1&glob[rootDir]=
[cl &1 to_ bt ?‘

ude=

/inGkeeMoOter.inc. php’>_AML faegerverpath]—

/squirrelcart/cart_content.php?Cart_isp_root=

index2.php?to=

index.php?load=

home.php?pagina=
/modules/coppermine/include/init.inc.php?CPG_M_DIR=
/modules/Forums/admin/admin_styles.php?phpbb_root_path=
/modules/vwar/admin/admin.php?vwar_root=
/modules/PNphpBBZ2/includes/functions_admin.php?phpbb_root_path=
/modules/My_eGallery/public/displayCategory.php?basepath=
/modules/xgallery/upgrade_album.php?GALLERY_BASEDIR=
/modules/4nAlbum/public/displayCategory.php?basepath=
finclude/write.php?dir=

db.php?path_local=

index.php?site=

index.php?url=

index.php?p=

index.php?openfile=

index.php?file=

index.php?go=

index.php?content=

index.php?side=

index.php?kobr=



index.php?screen=
index.php?langc=
services.php?page=
htmltonuke.php?filnavn=
ihm.php?p=
folder.php?id=
index.php?Load=
index.php?Language=
hall.php?file=
hall.php?page=
template.php?goto=
video.php?content=
pages.php?page=
print.php?page=
show.php?page=
view.php?page=
media.php?page=
index1.php?choix=
index1.php?menu=
index.php?ort=
index2.php?showpage= \(
index2.php?ascii_seite=

index2.php?DoAction=

index2.php?ID= a\e .
index2.php?url_page= ‘_@5
index1.phpdat= NO

index1.php?site= Om
indexO. php’)show— "
home. php”conét:rﬁe\N
hoghp’?x—
index1.php?x=
index2.php?x=
main.php?x=
homepage.php?sel=
/modules/xoopsgallery/upgrade_album.php?GALLERY_BASEDIR=
/modules/agendax/addevent.inc.php?agendax_path=
finclude/main.php?config[search_disp]=true&include_dir=

[contrib/yabbse/poc.php?poc_root_path=

/phpopenchat/contrib/yabbse/poc.php?sourcedir=

/photoalb/lib/static/header.php?set_menu=

/squito/photolist.inc.php?photoroot=

/bz/squito/photolist.inc.php?photoroot=

/ppalinc/functions.inc.php?config[ppa_root_path]=

[spid/lang/lang.php?lang_path=

[classes.php?LOCAL_PATH=

al_initialize.php?alpath=

/modules/newbb_plus/class/forumpollrenderer.php?bbPath[path]=

/index.php? REQUEST=& REQUEST[option]=com_content& REQUEST[Itemid]=1&GLOBALS=
&mosConfig_absolute_path=

lextensions/moblog/moblog_lib.php?basedir=
fapp/common/lib/codeBeautifier/Beautifier/Core.php?BEAUT_PATH=



index.php?u=administrator/components/com_linkdirectory/toolbar.linkdirectory.html.php?mosConfig
_absolute_path=
administrator/components/com_cropimage/admin.cropcanvas.php?cropimagedir=modules/My_eGalle
ry/index.php?basepath=

/modules/vwar/admin/admin.php?vwar_root=index.php?loc=

allinurl:.br/index.php?loc=
administrator/components/com_comprofiler/plugin.class.php?mosConfig_absolute_path=
administrator/components/com_cropimage/admin.cropcanvas.php?cropimagedir=
ftags.php?BBCodeFile=

myevent.php?myevent_path=
fadministrator/components/com_uhp/uhp_config.php?mosConfig_absolute_path=
myevent.php?myevent_path=

includes/functions.php?phpbb_root_path=

m2f/m2f_phpbb204.php?m2f_root_path=

/tags.php?BBCodeFile=
administrator/components/com_remository/admin.remository.php?mosConfig_absolute_path=
show.php?path=

show.php?path=
administrator/components/com_linkdirectory/toolbar.linkdirectory.html.php?mosConfig_absolute_pat
h=

administrator/components/com_a6mambocredits/admin.aémambocredits. php’)moﬁnfu Nsite=
index.php?template=

search.php?cutepath= \
show_news.php?cutepath= "esa
page.php?doc= wo
admlnlstrator/components/co w bring.docs %@nent_dlr—
admmlstrator/compon n‘\;\@ elp.mgm, 3‘ os _absSolute_path=

help. php"css

co rla/gal @9@105
bigjw a otemplate—
ing

includes/search.php?GlobalSetlings[templatesDirectory]=
interna/tiny_mce/plugins/ibrowser/ibrowser.php?tinyMCE_imglib_include=
/functions.php?include_path=
modules/My_eGallery/index.php?basepath=
components/com_galleria/galleria.html.php?mosConfig_absolute_path=
fincludes/orderSuccess.inc.php?glob=1&cart_order_id=1&glob[rootDir]=
[class.mysql.php?path_to_bt_dir=
finclude/footer.inc.php?_AMLconfig[cfg_serverpath]=
[squirrelcart/cart_content.php?cart_isp_root=
index2.php?to=
index.php?load=
home.php?pagina=
/modules/coppermine/include/init.inc.php?CPG_M_DIR=
/modules/Forums/admin/admin_styles.php?phpbb_root_path=
/modules/vwar/admin/admin.php?vwar_root=
/modules/PNphpBB2/includes/functions_admin.php?phpbb_root_path=
/modules/My_eGallery/public/displayCategory.php?basepath=
/modules/xgallery/upgrade_album.php?GALLERY_BASEDIR=
/modules/4nAlbum/public/displayCategory.php?basepath=
finclude/write.php?dir=
db.php?path_local=
index.php?site=

onfig_absolute_path=



index.php?cat=
index.php?action=
index.php?do=
index2.php?x=
index2.php?content=
main.php?pagina=
index.phpmain.php?x=
index.php?link=
index.php?canal=
index.php?screen=
index.php?langc=
services.php?page=
htmltonuke.php?filnavn=
ihm.php?p=
folder.php?id=
index.php?Load=
index.php?Language=
hall.php?file=
hall.php?page=
template.php?goto=
video.php?content=
pages.php?page=
print.php?page=

show.php?page= esa\e

iew.php? =

i Nov
index.php?choix= m %
R (¢ ol
index.php?ort= ,y g\N 20

In Php?ascii_seite= P

index2.php?DoAction=

index2.php?ID=

index2.php?url_page=

index1.php?dat=

index1.php?site=

index0.php?show=

home.php?content=

port.php?content=

main.php?link=

home.php?x=

index1.php?x=

index2.php?x=

main.php?x=

homepage.php?sel=
/modules/xoopsgallery/upgrade_album.php?GALLERY_BASEDIR=
/modules/agendax/addevent.inc.php?agendax_path=
finclude/main.php?config[search_disp]=true&include_dir=
[contrib/yabbse/poc.php?poc_root_path=
/phpopenchat/contrib/yabbse/poc.php?sourcedir=
/photoalb/lib/static/header.php?set_menu=
/squito/photolist.inc.php?photoroot=
/bz/squito/photolist.inc.php?photoroot=



*inc*.php?left=
sitio.php?start=
gallery.php?eval=
index2.php?base_dir=
index1.php?op=

* php?include=
padrao.php?sivu=
enter.php?pagina=
general.php?xlink=
principal.php?recipe=
file.php?pref=
show.php?go=
nota.php?ki=
down*.php?oldal=
layout.php?disp=
standard.php?goto=
index2.php?phpbb_root_path=
path.php?action=
enter.php?chapter=
base.php?incl=
mod*.php?link=
include.php?nivel=
head.php?pollname=
enter.php?mod=

show.php?corpo=
default.php?name= N
standard.php?param= m

e 1O
::)nriﬁmurlz P a—g

template.php?str=
home.php?ref=
down*.php?left=
standard.php?url=
main.php?doshow=
press.php?*root*=
view.php?*[*]*=
view.php?second=
index.php?to=
page.php?cmd=
view.php?b=
include.php?loc=
info.php?option=
show.php?x=
template.php?texto=
index3.php?ir=
template.php?second=
print.php?chapter=
file.php?inc=
file.php?cont=
index.php?filepath=
home.php?pr=



sitio.php?recipe=
principal.php?read=
standard.php?showpage=
main.php?pg=
sitio.php?inc=
page.php?panel=
info.php?header=
press.php?addr=
info.php?itemnav=
template.php?s=
file.php?to=
main.php?tipo=
base.php?itemnav=
standard.php?where=
*inc*.php?ev=
sitio.php?modo=
sitio.php?disp=
print.php?addr=
mod*.php?oldal=
padrao.php?page=
show.php?thispage=
sub*.php?go=
start.php?load=
index2.php?option=
home.php?secao=
blank.php?mod=
index3.php?inc=
main.php?start= .
standard.php?m

en . \1‘6
b
base.php?pageweb=
padrao.php?*root*=
main.php?action=
pagina.php?path=
press.php?id=
sub*.php?phpbb_root_path=
path.php?home=
index3.php?middle=
main.php?inc=
index3.php?get=
default.php?seccion=
index3.php?cmd=
index.php?pname=
print.php?numero=
include.php?in=
press.php?subject=
include.php?secao=
include.php?sec=
index3.php?xlink=
general.php?texto=
index3.php?go=
sub*.php?sec=



down*.php?qry=
view.php?secao=
general.php?strona=
show.php?my=
file.php?second=
page.php?e=
padrao.php?index=
include.php?pag=
gallery.php?thispage=
base.php?ir=
start.php?base_dir=
default.php?tipo=
template.php?addr=
gallery.php?panel=
sitio.php?nivel=
standard.php?ev=
include.php?destino=
standard.php?destino=
general.php?middle=
main.php?basepath=
head.php?disp=
standard.php?q=
general.php?w=
gallery.php?sec=
base.php?var=
enter.php?addr=

enter.php?go= m
page.php?middle= “( O
start.php?home= \l\l

in x@b{l\e

inf ra=

mod*.php?choix=
template.php?ir=
pagina.php?OpenPage=
show.php?adresa=
general.php?mid=
head.php?content=
principal.php?pref=
index3.php?adresa=
pagina.php?sec=
template.php?secao=
home.php?w=
home.php?in=
path.php?disp=
main.php?index=
file.php?eval=
general.php?content=
press.php?base_dir=
sub*.php?recipe=
main.php?category=
main.php?content=
enter.php?viewpage=
show.php?disp=



head.php?module=
nota.php?opcion=
head.php?abre=
pagina.php?include=
page.php?link=
start.php?abre=
print.php?goFile=
*inc*.php?c=
down*.php?cmd=
base.php?str=
home.php?body=
home.php?middle=
gallery.php?module=
sub*.php?open=
include.php?second=
head.php?sivu=
sitio.php?menue=
path.php?tipo=
page.php?inc=
home.php?addr=
pagina.php?header=
mod*.php?v=
home.php?doshow=
padrao.php?n=
gallery.php?pref=
pagina.php?k=
index1.php?chapter=
padrao.php?basepath=

h

g

in pﬂe
blank.php?get=

index3.php?seccion=
sitio.php?mid=
index.php?where=
general.php?type=
pagina.php?goto=
page.php?pa=
default.php?menue=
main.php?goto=
index1.php?abre=
blank.php?sivu=
info.php?seccion=
index2.php?pa=
sitio.php?read=
layout.php?pageweb=
nota.php?disp=
index1.php?body=
home.php?thispage=
pagina.php?loc=
layout.php?qry=
print.php?*root*=
show.php?to=

pagd®

N
ead.php?stm{lf\e\N "( Om 6&_ O—‘ %6



include.php?go=
file.php?ref=
index1.php?seite=
include.php?pageweb=
index3.php?nivel=
show.php?seccion=
sub*.php?include=
path.php?numero=
mod*.php?pagina=
sub*.php?name=
padrao.php?c=
principal.php?header=
main.php?opcion=
enter.php?s=
padrao.php?eval=
file.php?ev=
default.php?body=
enter.php?itemnav=
blank.php?var=
index.php?addr=
blank.php?oldal=
nota.php?url=
index2.php?action=
sub*.php?pre=

blank.php?phpbb_root_path=
include.php?index= N
mod*.php?var= m

gallery.php?pageweb: “( O
padrao.php?paths= e\N
RPN 520

press.php?ev=
index1.php?pg=
print.php?in=
general.php?modo=
nota.php?nivel=
template.php?content=
mod*.php?content=
default.php?f=
view.php?goto=
head.php?ki=
press.php?my=
index1.php?poliname=
principal.php?to=
principal.php?abre=
default.php?play=
pagina.php?filepath=
nota.php?link=
template.php?tipo=
index3.php?g=
page.php?g=
nota.php?pg=
blank.php?destino=



inurl:p=
inurl:page=
inurl:pagina=
inurl:path=
inurl:path_to_calendar=
inurl:pg=
inurl:qry_str=
inurl:ruta=
inurl:safehtml=
inurl:section=
inurl:showfile=
inurl:side=
inurl:site_id=
inurl:skin=
inurl:static=
inurl:str=
inurl:strona=
inurl:sub=
inurl:tresc=
inurl:url=
inurl:user=
inurl:ajax.php?page=

---Contain Sensitive Data-----------

filetype:bak createobject sa

filetype:bak inurl:"htaccess|passwd|sha tu

filetype:cfg mrtg target &
rd

filetype:cfm "cfapplicati ﬁ%{p@m
filetype:conf mﬁ

fil

film config mtext:a@ agnger ID"

filetype:dat "password.dat"
filetype:dat inurl:Sites.dat
filetype:dat wand.dat

filetype:inc dbconn

filetype:inc intext:mysql_connect
filetype:inc mysql_connect OR mysql_pconnect
filetype:inf sysprep

filetype:ini inurl:"serv-u.ini"
filetype:ini inurl:flashFXP.ini
filetype:ini ServUDaemon
filetype:ini wex_ftp

filetype:ini ws_ftp pwd

filetype:ldb admin

filetype:log "See “ipsec --copyright"
filetype:log inurl:"password.log"
filetype:mdb inurl:users.mdb
filetype:mdb wwforum
filetype:netrc password
filetype:pass pass intext:userid
filetype:pem intext:private
filetype:properties inurl:db intext:password
filetype:pwd service



intitle:"Big Sister" +"OK Attention Trouble™

intitle:"curriculum vitae" filetype:doc

intitle:"edna:streaming mp3 server" -forums

intitle:"FTP root at"

intitle:"index of" +myd size

intitle:"Index Of" -inurl:maillog maillog size

intitle:"Index Of" cookies.txt size

intitle:"index of" mysgl.conf OR mysgl_config

intitle:"Index of" upload size parent directory

intitle:"index.of *" admin news.asp configview.asp

intitle:"index.of" .diz .nfo last modified

intitle:"Joomla - Web Installer"

intitle:"LOGREP - Log file reporting system" -site:itefix.no
intitle:"Multimon UPS status page™

intitle:"PHP Advanced Transfer" (inurl:index.php | inurl:showrecent.php )
intitle:"PhpMyExplorer" inurl:"index.php" -cvs

intitle:"statistics of" "advanced web statistics"

intitle:"System Statistics” +"System and Network Information Center"
intitle:"urchin (5/3Jadmin)" ext:cgi

intitle:"Usage Statistics for" "Generated by Webalizer"

intitle:"wbem™ compaq login “"Compaq Information Technologies Group”
intitle:"Web Server Statistics for ****"

intitle:"web server status” SSH Telnet CO
intitle:"Welcome to F-Secure Policy Manager Server Welcomega_\
intitle:"welcome.to.squeezebox"

intitle:admin intitle:login

intitle:Bookmarks inurl:book @Mkw _‘ %6
intitle:index.of "Apach\"dgf r\%iﬁ

intitle: mdex 6
int ter ge
th f mbox P a

intitle: mdex of inbox dbx

intitle:index.of ws_ftp.ini

intitle:intranet inurl:intranet +intext:"phone™
inurl:"/axs/ax-admin.pl" -script
inurl:"/cricket/grapher.cgi”

inurl:"bookmark.htm™

inurl:"cacti" +inurl:"graph_view.php" +"Settings Tree View" -cvs -RPM
inurl:"newsletter/admin/"

inurl:"newsletter/admin/" intitle:"newsletter admin*
inurl:"putty.reg"

inurl:"smb.conf" intext:"workgroup" filetype:conf conf
inurl:*db filetype:mdb

inurl:/cgi-bin/pass.txt

inurl:/_layouts/settings

inurl:admin filetype:xls

inurl:admin intitle:login

inurl:backup filetype:mdb

inurl:build.err

inurl:cgi-bin/printenv

inurl:cgi-bin/testcgi.exe "Please distribute TestCGI"
inurl:changepassword.asp

inurl:ds.py



mail filetype:csv -site:gov intext:name
Microsoft Money Data Files

mt-db-pass.cgi files

MySQL tabledata dumps

mystuff.xml - Trillian data files

OWA Public Folders (direct view)

Peoples MSN contact lists

php-addressbook "This is the addressbook for *" -warning
private key files (.csr)

private key files (.key)

Quicken data files

rdbqds -site:.edu -site:.mil -site:.gov
robots.txt

site:edu admin grades
site:www.mailinator.com inurl:ShowMail.do
SQL data dumps

Squid cache server reports

Unreal IRCd

WebLog Referrers

Welcome to ntop!

Fichier contenant des informations sur le r?seau :

filetype:log intext:"ConnectionManager2" \)\L
"apricot - admin" 00h CO *
"pby Reimar Hoven. All Rights Reserved. Disclaimer" | inurl: I%{@&@

"Network Host Assessment Report™ "Internet Scan
"Output produced by SysWatch *" S

"Phorum Admin" "Database C_? rum inurl: aq,ﬁm%6

phpOpenTracker" Statisti S

"powered perf yond Securlt Sca ning" -kazaa -example
"S @)&/ ner pe @ ty assessment”
"S lert page”

"The foIIowmg report contains confldentlal information" vulnerability -search
"The statistics were last upd?t?d" "Daily"-microsoft.com

“this proxy is working fine!" "enter *" "URL***" * visit

"This report lists" "identified by Internet Scanner"

"Traffic Analysis for" "RMON Port * on unit *"

"\ersion Info" "Boot \Version" "Internet Settings"

((inurl:ifgraph "Page generated at") OR ("This page was built using ifgraph™))
Analysis Console for Incident Databases

ext:cfg radius.cfg

ext:cgi intext:"nrg-" " This web page was created on "

filetype:pdf "Assessment Report™ nessus

filetype:php inurl:ipinfo.php "Distributed Intrusion Detection System"
filetype:php inurl:ngt intext:"Network Query Tool"

filetype:vsd vsd network -samples -examples

intext:"Welcome to the Web V.Networks" intitle:"V.Networks [Top]" -filetype:htm
intitle:"ADSL Configuration page"

intitle:"Azureus : Java BitTorrent Client Tracker"

intitle:"Belarc Advisor Current Profile" intext:"Click here for Belarc's PC Management products, for
large and small companies.”

intitle:"BNBT Tracker Info"

intitle:"Microsoft Site Server Analysis"

intitle:"Nessus Scan Report” "This file was generated by Nessus"



"Welcome to PHP-Nuke" congratulations

"Welcome to the Prestige Web-Based Configurator"

"YaBB SE Dev Team"

"you can now password™ | "this is a special page only seen by you. your profile visitors"” inurl:imchaos
("Indexed.By"|"Monitored.By") hAcxFtpScan

(inurl:/shop.cgi/page=) | (inurl:/shop.pl/page=)

allinurl:"index.php" "site=sglinks"

allinurl:install/install.php

allinurl:intranet admin

filetype:cgi inurl:"fileman.cgi”

filetype:cgi inurl:"Web_Store.cgi"

filetype:php inurl:vAuthenticate

filetype:pl intitle:"Ultraboard Setup”

Gallery in configuration mode

Hassan Consulting's Shopping Cart Version 1.18

intext:"Warning: * am able * write ** configuration file" "includes/configure.php" -
intitle:"Gateway Configuration Menu"

intitle:"Horde :: My Portal™" -"[Tickets"

intitle:"Mail Server CMailServer Webmail" "'5.2"

intitle:"MvBlog powered"

intitle:"Remote Desktop Web Connection” \(
intitle:"Samba Web Administration Tool" intext:"Help Workgroup"

intitle:"Terminal Services Web Connection™ CO *
intitle:"Uploader - Uploader v6" -pixloads.com .

intitle:osCommerce inurl:admin intext:"redistribut 6&@1 mtext:"OnIine Catalog" -demo
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