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Understanding Website
Attack Vectors

This chapter shows you how to do some things that in many situations nght

be zllegal unethical, a violation of terms of service, or just not a good g
It is provided here to give you information you can use to e%

against threats and make your own system MOTE. 5P owing these
instructions, be sure you are on the ri .wcga and ethical line... use
your powers for good! A

In this Chapter (ogmg dlff ta@&at can be performed on the

apphc mprorms toplcs discussed in this chapter will
? when you § @ nt to test the security of an organization against
cial engineering attac! tacks provide crucial information and guidelines to

help formulate new pol1c1es and procedure. They also show whether the employees
are following the policies and procedures set by the organization.

The following topics will be covered in this chapter:

*  Webjacking
* Spear-phishing
* Java applet attacks



Chapter 2

After this, the target will be confronted with a message on the web browser that
this website has been moved and a malicious link will be provided, as shown in the
following screenshot:

le Edit View History Bookmarks Tools Help

hitp://192.168.30.157/

b= =) 192.168.30.157 IE 2
B BackTrack Linux Jill Offensive Security KRExploit-DB Wy Aircrack-ng [l SomaFM

The site https://login.facebook.com
/login.php has moved, click here t e t
.

the new location.

- [P

S U
Qng the target clicks oB@a i¢ious link with a message that this website has been

moved he/she will be presented with the clone website (actual login) and we can log
in to any website such as Gmail, LinkedIn, or Facebook, as shown in the following
screenshot:
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Understanding Website Attack Vectors

There are three options provided by Java Applet Attack, as shown in the
following screenshot:

>1

The first method will allow SET to import a list of pre-defined web
applications that it can utilize within the attack.

The second method will completely clone a website of your choosing
and allow you to utilize the attack vectors within the completely
same web application you were attempting to clone.

The third method allows you to import your own website, note that you
should only have an index.html when using the import website
functionality.

Web Templates
Site Cloner
Custom Import

Return to Webattack Menu

: >2
[-] NAT/PGrt - oiwikcing 'can be used in thiicdses wheve yo
[-]1 _nat (xiermhally exposed and may Geha crerent IP addr
rsierefr

~“Are you using NAT/Portdtirwatding [yes|nol: no
L-]1 Enter the IP address of your interface IP or if your using an external IP, w
hat
[-] will be used for the connection back and to house the web server (your inter
face address)
connection:192.168.30.166 or hostname for the reverse c
[-] SET supports both HTTP and HTTPS
[-] Example: http://www.thisisafakesite.com
ook .com > Enter the url to clone:http://www.faceb

ur SET machine is
ess than your reverse 1

[*] e: ht login. facebook.com/login.php
%] little

Once the method has been chosen, the attacker needs to input the IP of the attacker's
machine, which in this case is the Kali machine's IP address.
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Understanding Website Attack Vectors

Defense against these attacks

The attacks that we have covered in this chapter can mostly be avoided by keeping
our web browser updated and not opening any suspicious links and documents.
Also ensure that the passwords/credentials used are changed frequently and
retained secretly.

Summary

In this chapter, we have covered how to attack the application level of remote
systems via web browsers and e-mails.

In the next chapter, we will be covering how to create a payload and listener and
how to send spoofed SMSes.

[36]



Chapter 3

7. Asyou can see in the preceding screenshot, the attacker e-mail ID is rpcodere
gmail.com. The FROM field specifies by which name the e-mail needs to
be sent. The next thing we need to specify is the priority of this message and
whether it needs to be sent in plain text or HTML format and also the body of
the e-mail. The body of the e-mail is very important as we will be sending our
phishing page e-mail link asking the target to visit our page.

w line. Control

This is / ‘email -ac 5. It is part of the exim pac

This|/Til antal mail] adc s\ To u g mail. Any
part,not in here will be gua d by \t em domain as nwrna'l

It should contain lines of the form:

D #
#
#
£
#
£
#

r #

ntinue

8. Once all the required 1nf tlﬁg?en S T sendmg the e-mails

sequentially as “ the pre d1 nce SET finishes
send'l matl to all the tar %\r mpt us to return to.

%nderstandﬁlg‘ e SMS spoofing attack
vector

The SMS spoofing attack allows the attacker to send a text SMS using SET without
revealing his/her true identity or by using someone else's identity.

[45]
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BeEF Basic Demo - lceweasel

File Edit View History Bookmarks Tools Help
{ iBeEF Control Panel e II i BeEF Basic Demo b uﬁBeEF - The Browser Exploita... $

[ @ 127.0.0.1:510 /demos/basic.html

[ Most Visited~  JlOffensive Security %, Kali Linux “% Kali Docs ﬂExpLoit-DB W Aircrack-ng
You should be hooked into BeEF.

Have fun while your browser is working against you.

These links are for demonstrating the "Get Page HREFs" command module

The Browser Exploitation Framework Project homepadge

e Slashdct

Have a go at the event logger.

Insert your secret here:

You can also load up a more advanced demo page here

.

The second demo page, also known as the Butcher deg@& oks like this:

= [Ceweasel
File Edit View History Bookmarks To H pom ‘ %
{1 The Butcher ]
-
‘-‘_— 127.0.0.1: 3620 fer N -Nu B \F /index. html Py ~ @| |Bv coogle

@‘!@ A Aoty
S

‘Welcome to The Butcher, your source of delicious
meats. Please feel free to view our samples, sign up
to our mailing-list or purchase our special
BeEF-hamper!

| Our Meaty Friends | | Order Your BeEF-Hamper |
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Chapter 4

Let's see how our BeEF Server will be able to capture something from the targets
machine. For this example, let's type any text on the BeEF demo page. As you can see
in the following screenshot, I have typed hello 123:

BeEF Basic Demo = Iceweasel

File Edit View History Bookmarks Tools Help

i BeEF Control Panel ) h i BeEF Basic Demo ® |‘ 5 BeEF - The Browser Exploita... 3§ ” ) |
(@ 127.0.0.1:3000/demos/basic.html v @| 8-

Most Visitedv [l Offensive Security S Kali Linux "% Kali Docs ﬂExploit—DB W Aircrack-ng
You should be hooked into BeEF.
Have fun while your browser is working against you.
These links are for demonstrating the "Get Page HREFs" command module
» The Browser Exploitation Framework Project homepage

» ha.ckers.org homepage
+ Slashdect

Have a go at the event logger. K
Insert your secret here: |hello 123 O

.
You can also load up a more advanced demo page here e ! e ‘C

Now let's see the logfile on the BeEEco Logs . We will check
though | %

whether it identified th it it.

Getting Started @ ' Current Browser (
Jetails, Vﬂ\l\l Rider HssRays Ipec
b v:ue Ewvent a‘ Date Brows...
as (o5t focl

Event 146.320s - [Blur] Browser wigdow b 2013-08-18T13:47:4... 1
Event 1453205 - [User Typed] hella 123 2013-00-18T13:47:4 .. 1
Event 140.1565 - [Mouse Click] #: 310 y:230 > input&mptst{ Important Text) 2013-09-18T13:47:3... 1
Event 137.978s - [Focus] Browser window has regained focus. 2013-09-18T13:47:3... 1
Event 2.203s - [Blur] Browser window has lost focus. 2013-00-18T13:45:2... 1
Event 2,269 - [Mouse Click] »: 264 y:120 = a 2013-00-18T13:45:2.., 1
Event 0.005s - [Focus] Browser window has regained focus. 2013-09-18T13:45:2... 1
Event 2206.393s - [Blur] Browser window has lost focus. 2013-08-18T13:44:3... 1

Now go back to Control Panel and see in the logs as it is seen from the BeEF Server.

The Social Engineering Framework
The Social Engineering Framework (SEF) is a collection of small utilities to help

pentesters to automate the process of performing a small task that is required during
penetration testing social engineering.

[59]



Understanding Social Engineering Attacks

The framework is available with installation instructions at http://spl0it.org/
projects/sef.html.

The following tools are included in this framework:
* Sefemails
* Sefphish
* Sefnames

* SefPayload

Sefemails

Sefemails is used to generate a list of e-mail addresses for the purpose of performing
a phishing attack in bulk against a specific organization. The syntax to run this tool
in Kali Linux is as follows:

Kali@sefemails -h !K

The user will be provided with the following options: \ e CO .

Eul 2 |G File View VM Tabs Help

ocal/bing
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Chapter 4

Now let's collect some e-mail addresses. I have used a text file that is a collection of
different names for this example. The following screenshot shows the list of e-mail
addresses along with the syntax used to run this tool:

Kali Lirux

' O
In the preceeh WH;‘O( Q d opti q pecify the domain for which
gﬂ rate the dBesses, -n is used to specify the file that
Pr( the list of diff a@ and -s is used to specify the schema.
There are generally dlfferent types of schemas supported by this tool, which could
be beneficial once we are trying to collect e-mail IDs. As we can see in the preceding

screenshot, a company-specific schema has been used, for example, First_name.
last_name@domain.com for the employee's e-mail address.

We can learn about the schema of the organization from the e-mail addresses of
employees working in HR (sometimes given out for the purpose of recruitment for
the organization) or the customer support staff. The different schema support used
by this tool are as follows:

[First name] Dot [Last namel] @Domain.com

For example:

Rahul.Patel @domain.com
Sachin.Tendulkar @domain.com
[First_name] UnderScore [Last_name] @Domain.com

[First name] [Last name] @Domain.com

[61]
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