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Transport Layer: Separating Multlple Qﬂ,{nmunlcatlons

= Consider a computer that is simultaneously reg g
sending e-mail and instant messag dﬁ@@ sites, and
conducting a VolP phone call. @

—Each of thesemﬁxsg din ar& Amg data over the Tmckinglmmfmamns

e MULTIFLE WEB PAGES
network a g Wi T W | =
—Howgvar, data from th a@' all is not directed to the web ’ = | T
browser, and text from an instant message does not appear in an e- -
mail. hie

To yougDexamyie.oom
Fraim magijsaamgls com

= Users require that an e-mail or web page be completely S e
received for the information to be considered useful.

—Slight delays are considered acceptable to ensure that the < /

complete information is received and presented.

* |n contrast, occasionally missing small parts of a telephone T s i e
conversation might be considered acceptable.

—This is considered preferable to the delays that would result from
asking the network to manage and resend missing segments.

—One can either infer the missing audio from the context of the
conversation or ask the other person to repeat what they said.
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The IANA assigns port numbers
= Well Known Ports (Numbers 0 to 1023) - Th@g_\@&gére

Part Humber Range

0o 1023 Wel Encran {Cantacl) Porls

Regisiered Ports

reserved for services and applicati te

—HTTP (web server) PO{?@W\( -mail sen‘erﬂ@ d Telnet.
Registered Pérti'(@}moers 1 étok 5% - These port
S

number@?@ igned t@ rocesses or applications.

—These processes are primarily individual applications that a user
has chosen to install.

—When not used for a server resource, these ports may also be
used dynamically selected by a client as its source port.

Dynamic or Private Ports (Numbers 49152 to 65535) - Also
known as Ephemeral Ports, these are usually assigned

dynamically to client applications when initiating a connection.

—It is not very common for a client to connect to a service using a
Dynamic or Private Port.

Using both TCP and UDP

—Some applications may use both TCP and UDP.

*For example, the low overhead of UDP enables DNS to serve many
client requests very quickly.

*Sometimes, however, sending the requested information may require
the reliability of TCP.
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Port Addressing: netstat comma\gg

= Sometimes it is necessary %.5@&64-00'
which active TCP co(wé%;@é gre
Open and r @W]&( N 8 '}_at\@) ked Netstat Output

host. P(© paod ——

» Netstat is an important network utility [& = BRGNS
that can be used to verify those — S —
connections. Netstat lists:

—the protocol in use,

—the local address and port number,
—the foreign address and port number,
—the state of the connection.
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TCP three-Way Handshake -

= Finally, the TCP client responds with a %\
segment containing an ACK that iﬂ@‘@s
response to the TCP SYN s % A_
O

ﬁ&l;‘- segm 19
ik
—Th number field

acknv
contains one more thanthe'inifial sequence
number received from the server.

—There is no use

= Once both sessions are established between
client and server, all additional segments
exchanged in this communication will have the
ACK flag set.

= Security can be added to the network by:
—Denying the establishment of TCP sessions

—Only allowing sessions to be established for
specific services

—Only allowing traffic as a part of already
established sessions

a TCP 34ay Handshale.
iR L PP AT S5 5

Ste%ﬁ

ONS  Standard query respanse A 192,168 254,254 D
14 6.200000 10:1.1.1 192,168.254.254  TCp 1069 » http [SYM] Seqed Len=0 WES=1260
19 6.202513 182,168.284.2% 10,111 TCP http = 1069 [SYN, ACK] Seq=0 Ack=l Win=9840 Len=0 MSs=Lld60
; I B TIERTIHL 5 tR | ALK [5Eq=L Ack=L Win=B5135 Len=0
1776.20065 10.1.1.1 197.168.254.25  WTTP  GET / WTTR/L.1
Frare 16 (34 bytes on wire, 34 hytes captured)
g Ethernet 11, &rc: quartaCo_bd:0c:7c (00:00:9F:bd:0c:7c), Dst: Clsco_cfieR:d0 (00:0c:@5:cf 66400

g Internet Protocol, sres 100101 (10.1.1.1), Dsti 192.168.254.25 (102,168,254.254)

Source port: 1064 (10697
pestination ports hutp (80)
Sequence number: 1 relative sequence number)
Acknawledgement number: 1 (relative ack rumber)
Header Tengeh: 20 bytes
@ Flags: 0x10 {ack)
0... .... = Congestion window Reduced (CwR): WOt set
o0iv wevs = ECH-Echo: Mot set
ool wewr = Urgents wOT SET
= Acknowledgment: Set

= PUSH, MOT 58T
.. .0, = Reset: Nat set
o allomoSyn; Nt sat

....... 0= Fin: ot set
window size: 65535
chacksum: 0xdf38& [correct]
[ [EEQ/ACK analysis]
[this s an Ack to the segnent in frame: 15]
[The RTT to ACK the secment was: 0.000030000 seconds]

2 Transmisslan Control rotocol, src port: 1069 (1069), DSt Porr: hitp (80D, deq: 1, Ack: 1, Len: 0

A B
’ i
@ Sand SYN —
[SEQ=100 CTL=SYH) T S rceived
|t @
Sl et (SED=300 ACK=101CTLSSHN ACK)
Eslablished ‘=-.______

(SEQ=101 ACK=301 CTL=ACK) >

Prodoeal Analyzer shows cllent response to session in frame 16

The TGP segment in this freme shows:

= ACK flag set o indicate a valid Acknowledgement number
= Acknowladpement number response bo inilial sequence rumber & ralative value of 1

= Spurce porl number of 1069 1o correspanding

« Daatiation port numbers of 80 (HTTP) indicating the web senves sanics (kipd)
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* |n the example,

—the host on the left i |s

bytes of data a\r‘lq aﬁﬁ

hea

TCP Acknowledgement with Win
ca\eCO"

. N

alnlng 10
qual to 1 in the

—The on the rlght rEcelves the segment and
determines that the sequence number is 1 and that it

has 10 bytes of data.

*The host then sends a segment back to the host on the
left to acknowledge the receipt of this data.

the host sets the acknowledgement number to 11 to
indicate that the next byte of data it expects to receive is

byte number 11.

—When the sending host on the left receives this
acknowledgement, it can now send the next segment
starting with byte number 11.

&meg

Acknowtedgement of TCP Seqments

Source Port | Destination ~ Sequence
Port Number

Acknowledgement |
Numbers

| received 10 bytes
Stait with byle #1, mrling wilh byle #1,
Inmmdhgmbm |mmu1|m

-0

Spurce  Dast

mum
0N BE-
a o]+ -

o byles sttng wih by 411

Sarca et Se Ack
038 | 3 1
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TCP Acknowledgement: Slldlng V\(rndow
= Looking at this example, if the sendin \&cﬁo wait for  FET T e |
acknowledgement of the recmW ytes, the
ea

network would have a @ﬂ‘;\/ St 1 i 1
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| received 10 byles

I am sending 10 bytes. |?:rpmm#1|m
—To red @Mrhead & cknowledgements Q (e )= g
mult J ents o n be sent before and e e L
acknowledged with a smgle TCP message. ey -

—This acknowledgement contains an acknowledgement
number based on the total number of bytes received.

= For example, starting with a sequence number of 2000, if

10 segments of 1000 bytes each were received, an mwmww:
acknowledgement number of 12001 would be returned to | temt—
the source. Ly
vegpnet L e, 3

= The amount of data that a source can transmit before an o5 sulmsbesit et
acknowledgement must be received is called window size. F::.%H """""

= [Tony]: What this slide is trying to describe is called: ﬁ%wwwww
Sliding Window e

= See: _-— “'m;ﬁd

http://www.uic.rsu.ru/doc/inet/ w

http://www.rhyshaden.com/tcp.htm op. stovensitop. bulk htm <2



= Length = 1460

No 1: SYN x 4 4 Re»27F g EE &aaqD|
noz SYN ACK "( Om Bltar:‘ n“ L\ v Expressin., Clea  Apply ‘
NO 3 ACK \e\N > M Iy ~ |50urce |Destinat|on |Protocol |Info -
e\, 1 0.000000 152.168.1.102 128.115.245.12 TCP 1161 » http [SYn] Seq=0 Len=0 m35=1460
N 4 SE 2 0.023L72 128,119, 245,12 19¢.168.1.102 TCP http > 1161 [5YN, ACK] Seq=0 Ack=1 Win=384(
(0] ;
VORI DTl IBATNASII  Th TLEL S ik (oo Akl seqd AL vindoe
. .168.1. . . > , e=l Ack=1 wWin=175:
NO 5: SEQ = 566 5 0.041737  192.168.1.102 128.116. 245,12 TR 1161 s h‘ttE [PEH, ACK] ng 566 Ack-1 win-1;
6 0, 053937 128.119 245 12 192.168.1.102 TCP http > 1161 [ACK] Seq—l Ack= 566 Win= 6780 LE
. — 7 0. 034026 G/, 168, 1.10 128,110, 245,17 CP > (| S ACk=] Win=1/320
No 6: ACT = 566 (for No. 5) 30.054600  102.168.1.102 18.110,045.12 T 1161 http [ACK] 5eq=3486 Ack=1 Win- 17920
G 0.077:5% 128,119, 245,12 19¢.168.1.102 TCP http > 1161 [ACK] Seq=l Ack=2026 Win=8760 |
. = + = 10 0,077405  192,168,1,102 128,119, 245,12 TCP 1161 » http [ACK] Seq=4946 Ack=1 win=17520
NO & SEQ 566 1460 2026 11 0.078L57  102.168.1.102 128,116, 245,12 TCP 1161 » http [ACK] Seq=6406 Ack=l win=17520
12 0,124085  128.119.245.12 192.168.1,102 TCP http » 1161 [Ack] seq=Ll Ack=3486 win=11680
No 8: SEQ = 2026 + 1460 = 3486 13 0.124185  192.168.1.102  128.110.245.12  TCP 1161 > http [PSH, ACK] Seq=7866 Ack=l Win=!
14 0.1a59118 178,119, 245,17 19¢.168.1.102 TCR http » 1161 [ACK] Seq=l Ack=4946 Win=14600
. —_ 15 0.217299 128.119.245.12 192.168.1.102 TCR http > 1161 [Ack] seq=1 Ack=406 win=17520
NO 9 ACT - 2026 (fOl' NO' 7) I 16 0,267802 128,110,245.12 102,168.1.102 TCP httg = 1161 [ack] Seg=l Ack=78E6 win=20a1a10Jj
u 3
NO 10 SEQ = 3486 + 1460 = 4946 Frame 7 (1314 bytes on wire, 1514 bytes captured) 1=
Ethernet II, src: Actionte_8a:70:1la (00:20:e0:8a:70:1a), Dst: LinksysG_ da:af:73 (00:06:25:dazaf:73)
No 11: SEQ =4946 + 1460 = 6400 Internet Protocol, src: 192,168 1.102 (192.168.1.107), Dst: 128.119.245.12 (128.119.245.12)
B Transmission Contral Protocol, src port: 1161 (1161), pst port: hitp (BO), Seq: 2026, ack: 1, |Len: 1460
No 12: ACT = 3486 (for No. 8) Source port: 1151 (1161)
pestination port: http (BO)
NO 13 SEQ — 6406 + 1460 — 7866 seguence number: 2026 (relative seguence number)
) [Next sequence number: 3486 (relative sequence number]]
. — Acknowledgement number: 1 (relative ack number) =
No 14: ACT = 4946 (for No. 10) S
. _ H Flags: 0x10 (ACK)
NO 15 ACT - 6406 (for NO- 1 1) [T = congestion window Reduced (CwR): Mot set
0., = ECN-Echo: NOT set
No 16: ACT = 7866 (for No. 13) 00 o, = Urgent: not set
..1 ... = acknowledoment: Set =

|

z00.cs.yale.edu/classes/cs433/assignments/assign2/TCP.pdf



