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then the SMTP conversation would go similar to

mail from: newsletter@company.com
rcpt to: victim@spoofed.com

data

Subject: Spoofed!

Hi,
This is a spoofed e-mail
quit

In this way a spoofed e-mail has been sent using the NEWMAIL object. Rather than quitting the
SMTP conversation, however, an attacker could send an entirely new mail and modify who the
mail is from too.

[Impact]
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[Resolution]

With all aspects of an online web application it is imperative to ensure that all client side input is
validated. Validated means cleaned up and checked for anything that may subvert the
application’s security. To make safe client input for CDONTS.MAIL all new line type characters
such as 0x0A and 0x0D and should be stripped from the input. Whilst these characters have no
effect on the safety of the CDONTS.NEWMAIL object's properties itself when it comes to sending
the mail they do have a (dangerous) effect. To replace a character in an ASP application the
Replace( ) function can be used.

The sample application given here is vulnerable to poisoning of the .To property. Other
applications may be vulnerable to the poisoning of other properties such as .From or .Subject. It
is important to ensure that before client side input is embedded in these properties that it is made
safe.



