sets for national security or law enforcement purposes, such as in the Total Information
Awareness Program or in ADVISE, has raised privacy concerns.28l21

Data mining requires data preparation which can uncover information or patterns which may
compromise confidentiality and privacy obligations. A common way for this to occur is through data
aggregation. Data aggregation involves combining data together (possibly from various sources) in a
way that facilitates analysis (but that also might make identification of private, individual-level data
deducible or otherwise apparent).28 This is not data mining per se, but a result of the preparation of
data before — and for the purposes of — the analysis. The threat to an individual's privacy comes into
play when the data, once compiled, cause the data miner, or anyone who has access to the newly
compiled data set, to be able to identify specific individuals, especially when the data were originally
anonymous. 221301

It is recommended that an individual is made aware of the following before data are collected:2

e the purpose of the data collection and any (known) data mining
projects;

¢ how the data will be used;

e who will be able to mine the data and use the data and their
derivatives;

e the status of security surrounding access to the data;

¢ how collected data can be updated. \(

Data may also be modified so as to become anonymous, so that in aI Ot readily be
identified.28 However, even "de- |dent|f|ed"/"anonym|zed" dat ﬁ(_\ tentially contain enough
information to allow identification of individuals, a rnalists were able to find
several individuals based on a set of searc % were maZvertentIy released by AOL .2

ing to the provider violates Fair

The inadvertent revelatlon of pe Jis
Information Practices. ! di dagalcididemotional, or bodily harm to the
indicated in QSL one mstan |o ation, the patrons of Walgreens filed a lawsuit
again @(ép yin 2011 for? cription information to data mining companies who in
turn pr ed the data to pharmadeutical companies.23

Situation in Europe[edit]

Europe has rather strong privacy laws, and efforts are underway to further strengthen the rights of
the consumers. However, the U.S.-E.U. Safe Harbor Principles currently effectively expose
European users to privacy exploitation by U.S. companies. As a consequence of Edward
Snowden's global surveillance disclosure, there has been increased discussion to revoke this
agreement, as in particular the data will be fully exposed to the National Security Agency, and
attempts to reach an agreement have failed. (ctation needed]

Situation in the United States|[edit]

In the United States, privacy concerns have been addressed by the US Congress via the passage of
regulatory controls such as the Health Insurance Portability and Accountability Act (HIPAA). The
HIPAA requires individuals to give their "informed consent" regarding information they provide and
its intended present and future uses. According to an article inBiotech Business Week, "[i]n practice,
HIPAA may not offer any greater protection than the longstanding regulations in the research arena,’'
says the AAHC. More importantly, the rule's goal of protection through informed consent is approach
a level of incomprehensibility to average individuals."24 This underscores the necessity for data
anonymity in data aggregation and mining practices.

U.S. information privacy legislation such as HIPAA and the Family Educational Rights and Privacy
Act (FERPA) applies only to the specific areas that each such law addresses. Use of data mining by
the majority of businesses in the U.S. is not controlled by any legislation.
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