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- Physical Security 
o Security infrastructure 

▪ Doors and locks 
▪ Metal detectors 
▪ Security personnel 
▪ Policies and procedures for anyone entering/exiting 

o Surveillance equipment 
▪ Cameras/ Microphones 
▪ Night vision/ Infrared 
▪ Motion Detection 

 
- Asset Identification – Humans  

o ID Badge 
▪ Name/ Picture/ Department 

o Access Key/ Device 
▪ Smart card 
▪ USB/ Hardware token 
▪ Smart phone 

o Biometric 
▪ Fingerprints 
▪ Eye/ Retina Scans 
▪ Voice recognition 

 
- Asset Identification – Equipment  

o Asset Tags 
▪ Barcodes 
▪ RFID Chips 

o Asset inventory 
▪ Create a database of all equipment 
▪ Update when new equipment is purchased/ old equipment retired 

o Tamper Deterrence 
▪ Alert if anything is changed 

 
- Data Disposal/ Deletion 
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