
 

 

Active Attacks 

An active attack involves changing the information in some way 
by conducting some process on the information. For example, 

• Modifying the information in an unauthorized manner. 
• Initiating unintended or unauthorized transmission of 

information. 
• Alteration of authentication data such as originator 

name or timestamp associated with information 
• Unauthorized deletion of data. 
• Denial of access to information for legitimate users 

(denial of service). 
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Process of Shift Cipher 

• In order to encrypt a plaintext letter, the sender 
positions the sliding ruler underneath the first set of 
plaintext letters and slides it to LEFT by the number of 
positions of the secret shift. 

• The plaintext letter is then encrypted to the ciphertext 
letter on the sliding ruler underneath. The result of this 
process is depicted in the following illustration for an 
agreed shift of three positions. In this case, the 
plaintext ‘tutorial’ is encrypted to the ciphertext 
‘WXWRULDO’. Here is the ciphertext alphabet for a 
Shift of 3 − 

 

• On receiving the ciphertext, the receiver who also 
knows the secret shift, positions his sliding ruler 
underneath the ciphertext alphabet and slides it to 
RIGHT by the agreed shift number, 3 in this case. 

• He then replaces the ciphertext letter by the plaintext 
letter on the sliding ruler underneath. Hence the 
ciphertext ‘WXWRULDO’ is decrypted to ‘tutorial’. To 
decrypt a message encoded with a Shift of 3, generate 
the plaintext alphabet using a shift of ‘-3’ as shown 
below − 
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• He now shifts each plaintext alphabet by the number 
written below it to create ciphertext as shown below − 

 

• Here, each plaintext character has been shifted by a 
different amount – and that amount is determined by 
the key. The key must be less than or equal to the size 
of the message. 

• For decryption, the receiver uses the same key and 
shifts received ciphertext in reverse order to obtain the 
plaintext. 

 

Security Value 

Vigenere Cipher was designed by tweaking the standard Caesar 
cipher to reduce the effectiveness of cryptanalysis on the 
ciphertext and make a cryptosystem more robust. It is 
significantly more secure than a regular Caesar Cipher. 

In the history, it was regularly used for protecting sensitive 
political and military information. It was referred to as 
the unbreakable cipher due to the difficulty it posed to the 
cryptanalysis. 
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