
iv

About the Authors
Scott Empson is the associate chair of the Bachelor of Applied Information Systems 
Technology degree program at the Northern Alberta Institute of Technology in Edmonton, 
Alberta, Canada, where he teaches Cisco routing, switching, and network design courses in 
a variety of different programs—certificate, diploma, and applied degree—at the 
postsecondary level. Scott is also the program coordinator of the Cisco Networking 
Academy Program at NAIT, a Regional Academy covering central and northern Alberta. He 
has earned three undergraduate degrees: a Bachelor of Arts, with a major in English; a 
Bachelor of Education, again with a major in English/Language Arts; and a Bachelor of 
Applied Information Systems Technology, with a major in Network Management. Scott is 
currently completing his Master of Education from the University of Portland. He holds 
several industry certifications, including CCNP, CCAI, Network+, and C|EH. Prior to 
instructing at NAIT, he was a junior/senior high school English/Language Arts/Computer 
Science teacher at different schools throughout Northern Alberta. Scott lives in Edmonton, 
Alberta, with his wife, Trina, and two children, Zachariah and Shaelyn.

Hans Roth is an instructor in the electrical engineering technology department at Red River 
College in Winnipeg, Manitoba, Canada. Hans has been with the college for 13 years and 
teaches in both the engineering technology and IT areas. He has been with the Cisco 
Networking Academy since 2000, teaching CCNP curricula. Previous to teaching, Hans 
spent 15 years in R&D/product development designing microcontroller-based control 
systems for consumer products as well as for the automotive and agricultural industries.

About the Technical Reviewer
Sean Wilkins is an accomplished networking consultant and has been in the field of IT 
since the mid-1990s, working with companies such as Cisco, Lucent, Verizon, AT&T, and 
several other private companies. Sean currently holds certifications with Cisco (CCNP/
CCDP), Microsoft (MCSE), and CompTIA (A+ and Network+). He also has a Master of 
Science degree in information technology with a focus in network architecture and design, 
a Master’s certificate in network security, a Bachelor of Science degree in computer 
networking, and an Associate of Applied Science degree in computer information systems. 
In addition to working as a consultant, Sean spends a lot of his time as a technical writer 
and editor for various companies.

Dedications
This book is again dedicated to my wonderful family—Trina, Zach, and Shae. Working on 
these books as well as my master’s classes took me away from you all too often, and I thank 
you for all of your love and support.

—Scott

I’d like to again thank my wife, Carol, and daughter, Tess, for their constant support and 
understanding during those times I’ve spent cloistered in the basement writing. 

—Hans

Preview from Notesale.co.uk

Page 5 of 210



x

Configuration Example: HSRP on L3 Switch 99
Switch DLS1 101
Switch DLS2 103
IP SLA Tracking—Switch DLS1 VLAN 10 105

Configuration Example: GLBP 106
DLS1 107
DLS2 109

Chapter 7 Minimizing Service Loss and Data Theft in a 
Campus Network 111

Configuring Static MAC Addresses 111
Configuring Switch Port Security 112

Verifying Switch Port Security 113
Sticky MAC Addresses 114

Programming Authentication Methods 114
Adding 802.1x Port-Based Authentication 115
Mitigating VLAN Hopping: Best Practices 117

VLAN Access Maps 117
Verifying VLAN Access Maps 119
Configuration Example: VLAN Access Maps 120

DHCP Snooping 121
Verifying DHCP Snooping 123

Implementing Dynamic ARP Inspection 124
Verifying DAI 125

Configuring IP Source Guard 125
Understanding Cisco Discovery Protocol Security Issues 126

Link Layer Discovery Protocol Configuration 126
Configuring the Secure Shell Protocol 127
Restricting Management Access with ACLs 128

Telnet Sessions 128
Web Interface Sessions 128

Disabling Unneeded Services 129
Securing End-Device Access Ports 129

Chapter 8 Accommodating Voice and Video in 
Campus Networks 131

Communications Subsystems 132
Configuring and Verifying Voice VLANs 132
Power over Ethernet 133
High Availability for Voice and Video 134

Preview from Notesale.co.uk

Page 11 of 210



xiv

• WS-C3560-24-EMI Catalyst Switch, running Cisco IOS Release 12.2(25)SE

• WS-C3550-24-EMI Catalyst Switch, running Cisco IOS Release 12.1(9)EA1c

• WS-2960-24TT-L Catalyst Switch, running Cisco IOS Release 12.2(25)SE

• WS-2950-12 Catalyst Switch, running version C2950-C3.0(5.3)WC(1) Enterprise 
Edition Software

• WS-C3750-24TS Catalyst Switches, running ipservicesk9 release 12.2(52)SE

• C1760-V Voice Router with PVDM-256K-20, WIC-4ESW, VIC-2FXO, VIC-2FXS 
running ENTSERVICESK9 release 12.4(11)T2 

You might notice that some of the devices were not running the latest and greatest IOS. 
Some of them are running code that is quite old.

Those of you familiar with Cisco devices will recognize that a majority of these commands 
work across the entire range of the Cisco product line. These commands are not limited to 
the platforms and IOS versions listed. In fact, in most cases, these devices are adequate for 
someone to continue their studies beyond the CCNP level as well. We have endeavored to 
identify throughout the book commands that are specific to a platform and/or IOS version.

Who Should Read This Book?
This book is for those people preparing for the CCNP SWITCH exam, whether through 
self-study, on-the-job training and practice, study within the Cisco Academy Program, or 
study through the use of a Cisco Training Partner. This book includes some handy hints and 
tips along the way to make life a bit easier for you in this endeavor. It is small enough that 
you will find it easy to carry around with you. Big, heavy textbooks might look impressive 
on your bookshelf in your office, but can you really carry them all around with you when 
you are working in a server room or equipment closet somewhere?

Strategies for Exam Preparation
The strategy that you use for CCNP SWITCH might be slightly different from strategies 
that other readers use, mainly based on the skills, knowledge, and experience you already 
have obtained. For example, if you have attended the SWITCH course, you might take a 
different approach than someone who learned routing via on-the-job training. 

Regardless of the strategy you use or the background you have, the book is designed to help 
you get to the point where you can pass the exam with the least amount of time required. 
For instance, there is no need for you to practice or read about VLANs or Spanning Tree if 
you fully understand it already. However, many people like to make sure they truly know a 
topic, and thus read over material they already know. Several book features help you gain 
the confidence you need to be convinced that you know some material already, and  
determine which topics you need to study more.
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2   Cisco Enterprise Composite Network Model

Cisco Enterprise Composite Network Model

Figure 1-2 shows the Cisco Enterprise Composite Network Model.

Figure 1-2 Cisco Enterprise Composite Network Model
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Virtual Local Area Networks     13

NOTE: Only VLANs included in the pruning-eligible list can be pruned. VLANs 2 
through 1001 are pruning eligible by default on trunk ports. Reserved VLANs and 
extended-range VLANs cannot be pruned. To change which eligible VLANs can be 
pruned, use the interface-specific switchport trunk pruning vlan command:

Switch(config-if)#sssswwwwiiiittttcccchhhhppppoooorrrrtttt    ttttrrrruuuunnnnkkkk    pppprrrruuuunnnniiiinnnngggg    vvvvllllaaaannnn    rrrreeeemmmmoooovvvveeee    4444,,,,    22220000----33330000

! Removes VLANs 4 and 20-30

Switch(config-if)#sssswwwwiiiittttcccchhhhppppoooorrrrtttt    ttttrrrruuuunnnnkkkk    pppprrrruuuunnnniiiinnnngggg    vvvvllllaaaannnn    eeeexxxxcccceeeepppptttt    44440000----55550000

! All VLANs are added to the pruning list except for 40-50

Using VLAN Database Mode

CAUTION: The VLAN Database mode has been deprecated and will be removed 
in some future Cisco IOS release. Recommended practice dictates using only the 
VLAN-configuration mode.

Switch(config)#vvvvttttpppp    vvvv2222----mmmmooooddddeeee Sets the VTP domain to Version 2. This 
command is for Cisco IOS Software 
Release 12.3 and later. If you are using a 
Cisco IOS release earlier than 12.3, the 
command is vtp version 2.

NOTE: VTP Versions 1 and 2 are not 
interoperable. All switches must use the 
same version. The biggest difference 
between Versions 1 and 2 is that Version 2 
has support for Token Ring VLANs.

Switch(config)#vvvvttttpppp    pppprrrruuuunnnniiiinnnngggg Enables VTP pruning.

NOTE: By default, VTP pruning is 
disabled. You need to enable VTP pruning 
on only one switch in VTP server mode.

Switch#vvvvllllaaaannnn    ddddaaaattttaaaabbbbaaaasssseeee Enters VLAN Database mode.

Switch(vlan)#vvvvttttpppp    cccclllliiiieeeennnntttt Changes the switch to VTP client mode.

Switch(vlan)#vvvvttttpppp    sssseeeerrrrvvvveeeerrrr Changes the switch to VTP server mode.

Switch(vlan)#vvvvttttpppp    ttttrrrraaaannnnssssppppaaaarrrreeeennnntttt Changes the switch to VTP transparent 
mode.

NOTE: By default, all Catalyst switches are 
in server mode.
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20   Private Virtual Local Area Networks

NOTE: Private VLANs are implemented to varying degrees on Catalyst 6500/
4500/3750/3560 as well as the Metro Ethernet line of switches. All PVLAN 
configuration commands are not supported on all switch platforms. For more 
information, see Appendix A, “Private VLAN Catalyst Switch Support Matrix.”

Switch(config)#vvvvttttpppp    mmmmooooddddeeee    
ttttrrrraaaannnnssssppppaaaarrrreeeennnntttt

Sets VTP mode to transparent.

Switch(config)#vvvvllllaaaannnn    22220000 Creates VLAN 20 and moves to VLAN-
configuration mode.

Switch(config-vlan)#pppprrrriiiivvvvaaaatttteeee----vvvvllllaaaannnn    
pppprrrriiiimmmmaaaarrrryyyy

Creates a private, primary VLAN.

Switch(config-vlan)#vvvvllllaaaannnn    111100001111 Creates VLAN 101 and moves to VLAN-
config mode.

Switch(config-vlan)#pppprrrriiiivvvvaaaatttteeee----vvvvllllaaaannnn    
iiiissssoooollllaaaatttteeeedddd

Creates a private, isolated VLAN for 
VLAN 101.

NOTE: An isolated VLAN can 
communicate only with promiscuous ports.

Switch(config-vlan)#eeeexxxxiiiitttt Returns to global configuration mode.

Switch(config)#vvvvllllaaaannnn    111100002222 Creates VLAN 102 and moves to VLAN-
config mode.

Switch(config-vlan)#pppprrrriiiivvvvaaaatttteeee----vvvvllllaaaannnn    
ccccoooommmmmmmmuuuunnnniiiittttyyyy

Creates a private, community VLAN for 
VLAN 102.

NOTE: A community VLAN can 
communicate with all promiscuous ports 
and with other ports in the same 
community.

Switch(config-vlan)#eeeexxxxiiiitttt Returns to global config mode.

Switch(config)#vvvvllllaaaannnn    111100003333 Creates VLAN 103 and moves to VLAN-
config mode.

Switch(config-vlan)#pppprrrriiiivvvvaaaatttteeee----vvvvllllaaaannnn    
ccccoooommmmmmmmuuuunnnniiiittttyyyy

Creates a private, community VLAN for 
VLAN 103.

Switch(config-vlan)#vvvvllllaaaannnn    22220000 Returns to VLAN-config mode for VLAN 
20.

Switch(config-vlan)#pppprrrriiiivvvvaaaatttteeee----vvvvllllaaaannnn    
aaaassssssssoooocccciiiiaaaattttiiiioooonnnn    111100001111----111100003333

Associates secondary VLANs 101–103 
with primary VLAN 20.
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Private Virtual Local Area Networks     21

PVLAN Trunk on the Catalyst 3560/3750

NOTE: Only one isolated VLAN can be 
mapped to a primary VLAN, but more than 
one community VLAN can be mapped to a 
primary VLAN.

Switch(config)#iiiinnnntttteeeerrrrffffaaaacccceeee    
ffffaaaasssstttteeeetttthhhheeeerrrrnnnneeeetttt    0000////22220000

Moves to interface config mode

Switch(config-if)#sssswwwwiiiittttcccchhhhppppoooorrrrtttt    
mmmmooooddddeeee    pppprrrriiiivvvvaaaatttteeee----vvvvllllaaaannnn    hhhhoooosssstttt

Configures the port as a private VLAN host 
port.

Switch(config-if)#sssswwwwiiiittttcccchhhhppppoooorrrrtttt    
pppprrrriiiivvvvaaaatttteeee----vvvvllllaaaannnn    hhhhoooosssstttt----aaaassssssssoooocccciiiiaaaattttiiiioooonnnn    22220000    
111100001111

Associates the port with primary private 
VLAN 20 and secondary private VLAN 
101.

Switch(config-if)#eeeexxxxiiiitttt Moves to global configuration mode.

Switch(config)#iiiinnnntttteeeerrrrffffaaaacccceeee    
ffffaaaasssstttteeeetttthhhheeeerrrrnnnneeeetttt    0000////22221111

Moves to interface config mode.

Switch(config-if)#sssswwwwiiiittttcccchhhhppppoooorrrrtttt    
mmmmooooddddeeee    pppprrrriiiivvvvaaaatttteeee----vvvvllllaaaannnn    pppprrrroooommmmiiiissssccccuuuuoooouuuussss

Configures the port as a private VLAN 
promiscuous port.

Switch(config-if)#sssswwwwiiiittttcccchhhhppppoooorrrrtttt    
pppprrrriiiivvvvaaaatttteeee----vvvvllllaaaannnn    mmmmaaaappppppppiiiinnnngggg    22220000    111100001111    111100002222    
111100003333

Maps VLAN 20, 101, 102, and 103 to 
promiscuous port.

Switch(config)# iiiinnnntttteeeerrrrffffaaaacccceeee    
ffffaaaasssstttteeeetttthhhheeeerrrrnnnneeeetttt    0000////22223333

Moves to interface configuration mode.

Switch(config-if)# sssswwwwiiiittttcccchhhhppppoooorrrrtttt    
ttttrrrruuuunnnnkkkk    eeeennnnccccaaaappppssssuuuullllaaaattttiiiioooonnnn    ddddooootttt1111qqqq

Specifies 802.1Q encapsulation on the 
trunk link.

Switch(config-if)# sssswwwwiiiittttcccchhhhppppoooorrrrtttt    
ttttrrrruuuunnnnkkkk    nnnnaaaattttiiiivvvveeee    vvvvllllaaaannnn    99999999

Specifies the native VLAN as 99.

Switch(config-if)# sssswwwwiiiittttcccchhhhppppoooorrrrtttt    
mmmmooooddddeeee    ttttrrrruuuunnnnkkkk

Puts the interface into permanent trunking 
mode and negotiates to convert the link into 
a trunk link.

NOTE: Do not prohibit primary or 
secondary private VLANs on the trunk 
through policy or pruning.
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Private Virtual Local Area Networks     23

Verifying PVLANs

Configuration Example: PVLAN
Figure 2-2 shows the network topology for the configuration that follows, which shows how 
to configure PVLANs using the commands covered in this chapter. The following network 
functionality is required:

• DNS, WWW, and SMTP are in server farm, same subnet.

• WWW and SMTP servers can communicate only with router. 

• DNS servers can communicate with each other and with router.

• The servers are attached to two switches.

• One switch is required to route traffic (L3) from the servers.

Figure 2-2 Network Topology for PVLAN Configuration Example

Switch#sssshhhhoooowwww    vvvvllllaaaannnn    pppprrrriiiivvvvaaaatttteeee----vvvvllllaaaannnn    
ttttyyyyppppeeee

Verifies private VLAN configuration.

Switch#sssshhhhoooowwww    iiiinnnntttteeeerrrrffffaaaacccceeee    
ffffaaaasssstttteeeetttthhhheeeerrrrnnnneeeetttt    0000////22220000    sssswwwwiiiittttcccchhhhppppoooorrrrtttt

Verifies all configuration on fastethernet 
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34   EtherChannel

Switch(config)#hhhhoooossssttttnnnnaaaammmmeeee    AAAALLLLSSSSwwwwiiiittttcccchhhh2222 Sets the host name.

ALSwitch2(config)#nnnnoooo    iiiipppp    ddddoooommmmaaaaiiiinnnn----
llllooooooookkkkuuuupppp

Turns off DNS queries so that spelling 
mistakes will not slow you down.

ALSwitch2(config)#vvvvttttpppp    mmmmooooddddeeee    cccclllliiiieeeennnntttt Changes the switch to VTP client 
mode.

ALSwitch2(config)#vvvvttttpppp    ddddoooommmmaaaaiiiinnnn    
tttteeeessssttttddddoooommmmaaaaiiiinnnn

Configures the VTP domain name to 
testdomain.

ALSwitch2(config)#iiiinnnntttteeeerrrrffffaaaacccceeee    rrrraaaannnnggggeeee    
ffffaaaasssstttteeeetttthhhheeeerrrrnnnneeeetttt    0000////5555    ----    8888

Moves to interface range config mode.

ALSwitch2(config-if-
range)#sssswwwwiiiittttcccchhhhppppoooorrrrtttt    mmmmooooddddeeee    aaaacccccccceeeessssssss

Sets ports 5–8 as access ports.

ALSwitch2(config-if-
range)#sssswwwwiiiittttcccchhhhppppoooorrrrtttt    aaaacccccccceeeessssssss    vvvvllllaaaannnn    11110000

Assigns ports to VLAN 10.

ALSwitch2(config-if-range)#eeeexxxxiiiitttt Moves to global config mode.

ALSwitch2(config)#iiiinnnntttteeeerrrrffffaaaacccceeee    rrrraaaannnnggggeeee    
ffffaaaasssstttteeeetttthhhheeeerrrrnnnneeeetttt    0000////9999    ----    11112222

Moves to interface range config mode.

ALSwitch2(config-if-
range)#sssswwwwiiiittttcccchhhhppppoooorrrrtttt    mmmmooooddddeeee    aaaacccccccceeeessssssss

Sets ports 9–12 as access ports.

ALSwitch2(config-if-
range)#sssswwwwiiiittttcccchhhhppppoooorrrrtttt    aaaacccccccceeeessssssss    vvvvllllaaaannnn    22220000

Assigns ports to VLAN 20.

ALSwitch2(config-if-range)#eeeexxxxiiiitttt Moves to global config mode.

ALSwitch2(config)#iiiinnnntttteeeerrrrffffaaaacccceeee    rrrraaaannnnggggeeee    
ffffaaaasssstttteeeetttthhhheeeerrrrnnnneeeetttt    0000////1111    ----    2222

Moves to interface range config mode.

ALSwitch2(config-if-
range)#sssswwwwiiiittttcccchhhhppppoooorrrrtttt    mmmmooooddddeeee    ttttrrrruuuunnnnkkkk

Puts the interface into permanent 
trunking mode and negotiates to 
convert the link into a trunk link.

ALSwitch2(config-if-range)#cccchhhhaaaannnnnnnneeeellll----
ggggrrrroooouuuupppp    1111    mmmmooooddddeeee    ddddeeeessssiiiirrrraaaabbbblllleeee

Creates channel group 1 and assigns 
interfaces 0/1–0/2 as part of it.

ALSwitch2(config-if-range)#eeeexxxxiiiitttt Moves to global config mode.

ALSwitch2(config)#eeeexxxxiiiitttt Moves to privileged mode.

ALSwitch2#ccccooooppppyyyy    rrrruuuunnnnnnnniiiinnnngggg----ccccoooonnnnffffiiiigggg    
ssssttttaaaarrrrttttuuuupppp----ccccoooonnnnffffiiiigggg

Saves the configuration to NVRAM.
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Configuring STP Timers

NOTE: For the hello-time command, the range is 1 to 10 seconds. The default is 
2 seconds.

NOTE: For the forward-time command, the range is 4 to 30 seconds. The 
default is 15 seconds.

For the max-age command, the range is 6 to 40 seconds. The default is 20 sec-
onds.

CAUTION: Cisco recommends caution when using this command. Cisco further 
recommends that the spanning-tree vlan x root primary or the spanning-tree

vlan x root secondary command be used instead to modify the switch timers.

FlexLinks

Switch(config)#ssssppppaaaannnnnnnniiiinnnngggg----ttttrrrreeeeeeee    vvvvllllaaaannnn    
5555    hhhheeeelllllllloooo----ttttiiiimmmmeeee    4444

Changes the hello-delay timer to 4 
seconds on VLAN 5.

Switch(config)#ssssppppaaaannnnnnnniiiinnnngggg----ttttrrrreeeeeeee    vvvvllllaaaannnn    
5555    ffffoooorrrrwwwwaaaarrrrdddd----ttttiiiimmmmeeee    22220000

Changes the forward-delay timer to 20 
seconds on VLAN 5.

Switch(config)#ssssppppaaaannnnnnnniiiinnnngggg----ttttrrrreeeeeeee    vvvvllllaaaannnn    
5555    mmmmaaaaxxxx----aaaaggggeeee    22225555

Changes the maximum-aging timer to 25 
seconds on VLAN 5.

Switch(config)#iiiinnnntttteeeerrrrffffaaaacccceeee    
ffffaaaasssstttteeeetttthhhheeeerrrrnnnneeeetttt1111////0000////1111

Moves to interface configuration mode.

Switch(config-if)#sssswwwwiiiittttcccchhhhppppoooorrrrtttt    
bbbbaaaacccckkkkuuuupppp    iiiinnnntttteeeerrrrffffaaaacccceeee    ffffaaaasssstttteeeetttthhhheeeerrrrnnnneeeetttt1111////0000////2222

Configures FastEthernet 1/0/2 to provide 
Layer 2 backup to FastEthernet 1/0/1.

Switch#sssshhhhoooowwww    iiiinnnntttteeeerrrrffffaaaacccceeee    sssswwwwiiiittttcccchhhhppppoooorrrrtttt    
bbbbaaaacccckkkkuuuupppp

Shows all the Layer 2 switch backup 
interface pairs.

NOTE: FlexLink is an alternative solution 
to the Spanning Tree Protocol.
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46   Enabling Multiple Spanning Tree

Enabling Rapid Spanning Tree

Enabling Multiple Spanning Tree

Switch#sssshhhhoooowwww    ssssppppaaaannnnnnnniiiinnnngggg----ttttrrrreeeeeeee    ssssuuuummmmmmmmaaaarrrryyyy Display a summary of port states, 
statistics, and enabled features.

Switch#sssshhhhoooowwww    rrrruuuunnnnnnnniiiinnnngggg----ccccoooonnnnffffiiiigggg Display the current volatile device 
configuration.

Switch(config)#ssssppppaaaannnnnnnniiiinnnngggg----ttttrrrreeeeeeee    mmmmooooddddeeee    
rrrraaaappppiiiidddd----ppppvvvvsssstttt

Enables Rapid PVST+.

Switch(config)#iiiinnnntttteeeerrrrffffaaaacccceeee    
ffffaaaasssstttteeeetttthhhheeeerrrrnnnneeeetttt    0000////1111

Moves to interface config mode.

Switch(config-if)#ssssppppaaaannnnnnnniiiinnnngggg----ttttrrrreeeeeeee    
lllliiiinnnnkkkk----ttttyyyyppppeeee    ppppooooiiiinnnntttt----ttttoooo----ppppooooiiiinnnntttt

Sets the interface to be a point-to-point 
interface.

NOTE: By setting the link type to 
point-to-point, this means that if you 
connect this port to a remote port, and 
this port becomes a designated port, the 
switch will negotiate with the remote 
port and transition the local port to a 
forwarding state.

Switch(config-if)#eeeexxxxiiiitttt

Switch(config)#cccclllleeeeaaaarrrr    ssssppppaaaannnnnnnniiiinnnngggg----ttttrrrreeeeeeee    
ddddeeeetttteeeecccctttteeeedddd----pppprrrroooottttooooccccoooollllssss

NOTE: The clear spanning-tree 
detected-protocols command restarts 
the protocol migration process on the 
switch if any port is connected to a port 
on a legacy 802.1D switch.

Switch(config)#ssssppppaaaannnnnnnniiiinnnngggg----ttttrrrreeeeeeee    mmmmsssstttt    
ccccoooonnnnffffiiiigggguuuurrrraaaattttiiiioooonnnn

Enters MST configuration mode.

Switch(config-mst)#iiiinnnnssssttttaaaannnncccceeee    1111    vvvvllllaaaannnn    4444 Maps VLAN 4 to a Multiple Spanning 
Tree (MST) instance.
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Configuration Example: STP

Figure 3-1 shows the network topology for the configuration that follows, which shows how 
to configure STP using commands covered in this chapter.

Figure 3-1 Network Topology for STP Configuration Example
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Core(config)#vvvvttttpppp    ddddoooommmmaaaaiiiinnnn    ssssttttppppddddeeeemmmmoooo Configures the VTP domain name to 
stpdemo.

VTP Domain
STPDEMO

Access1 Access2

Fa0/13

Fa0/6

Fa0/8

Fa0/6

Fa0/5

Fa0/3 Root Guard

Fa0/2

Fa0/1

Fa0/4 Root Guard

G0/1

G0/1 G0/2

G0/2

G0/1

Fa0/5

Fa0/5 Root Guard Fa0/5

Fa0/8

Fa0/2

Fa0/2

Fa0/8 Fa0/8

Fa0/1

Fa0/1

G0/2

G0/2

G0/1

Fa0/3

Fa0/4

Fa0/3
Root

Guard

Fa0/4
Root

Guard

We do not want
Access2 to ever
become the Root

Switch.

VLAN 20 - Blocking

Core (3560)
VLAN 1 Root Primary

VTP Server
UDLD Enabled

Access1 (2960)
VTP Client

UDLD Enabled

UDLD Enabled
VTP Client

VLAN 10 Root Primary
Distribution1 (3560)

Access2 (2960)
VTP Client

UDLD Enabled
VTP Client

VLAN 20 Root Primary
Distribution2 (3560)

Fa0/8

1

10 20

20 10

1

1

1

1

1

11

1

10

10

10

10

10

10

10 20

20

20

20

20

1020

20

20

20

VLAN 10 - Forwarding

Preview from Notesale.co.uk

Page 66 of 210



Configuration Example: STP     53

Access 2 Switch (2960)

Switch>eeeennnnaaaabbbblllleeee Moves to privileged mode.

Switch#ccccoooonnnnffffiiiigggguuuurrrreeee    tttteeeerrrrmmmmiiiinnnnaaaallll Moves to global configuration mode.

Switch(config)#hhhhoooossssttttnnnnaaaammmmeeee    AAAAcccccccceeeessssssss2222 Sets host name.

Access2(config)#nnnnoooo    iiiipppp    ddddoooommmmaaaaiiiinnnn----llllooooooookkkkuuuupppp Turns off DNS queries so that spelling 
mistakes will not slow you down.

Access2(config)#vvvvttttpppp    ddddoooommmmaaaaiiiinnnn    ssssttttppppddddeeeemmmmoooo Configures the VTP domain name to 
stpdemo.

Access2(config)#vvvvttttpppp    mmmmooooddddeeee    cccclllliiiieeeennnntttt Changes the switch to VTP client mode.

Access2(config)#iiiinnnntttteeeerrrrffffaaaacccceeee    rrrraaaannnnggggeeee    
ffffaaaasssstttteeeetttthhhheeeerrrrnnnneeeetttt    0000////6666    ----    11112222

Moves to interface range configuration 
mode.

Access2(config-if-range)#sssswwwwiiiittttcccchhhhppppoooorrrrtttt    
mmmmooooddddeeee    aaaacccccccceeeessssssss

Places all interfaces in access mode.

Access2(config-if-range)#ssssppppaaaannnnnnnniiiinnnngggg----
ttttrrrreeeeeeee    ppppoooorrrrttttffffaaaasssstttt

Places all ports directly into forwarding 
mode.

Access2(config-if-range)#ssssppppaaaannnnnnnniiiinnnngggg----
ttttrrrreeeeeeee    bbbbppppdddduuuugggguuuuaaaarrrrdddd    eeeennnnaaaabbbblllleeee

Enables BPDU Guard.

Access2(config-if-range)#eeeexxxxiiiitttt Returns to global configuration mode.

Access2(config)#eeeexxxxiiiitttt Returns to privileged mode.

Access2#ccccooooppppyyyy    rrrruuuunnnnnnnniiiinnnngggg----ccccoooonnnnffffiiiigggg    
ssssttttaaaarrrrttttuuuupppp----ccccoooonnnnffffiiiigggg

Saves config to NVRAM.
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CORP Router

ISP(config)#eeeexxxxiiiitttt Returns to privileged mode.

ISP#ccccooooppppyyyy    rrrruuuunnnnnnnniiiinnnngggg----ccccoooonnnnffffiiiigggg    ssssttttaaaarrrrttttuuuupppp----ccccoooonnnnffffiiiigggg Saves the configuration to 
NVRAM.

Router>eeeennnnaaaabbbblllleeee Moves to privileged mode.

Router>#ccccoooonnnnffffiiiigggguuuurrrreeee    tttteeeerrrrmmmmiiiinnnnaaaallll Moves to global configuration 
mode.

Router(config)#hhhhoooossssttttnnnnaaaammmmeeee    CCCCOOOORRRRPPPP Sets the host name.

ISP(config)#iiiinnnntttteeeerrrrffffaaaacccceeee    sssseeeerrrriiiiaaaallll    0000////0000////0000 Moves to interface configuration 
mode.

CORP(config-if)#ddddeeeessssccccrrrriiiippppttttiiiioooonnnn    lllliiiinnnnkkkk    ttttoooo    IIIISSSSPPPP Sets the locally significant 
interface description.

CORP(config-if)#iiiipppp    aaaaddddddddrrrreeeessssssss    111199992222....33331111....7777....6666    
222255555555....222255555555....222255555555....222255552222

Assigns IP address and netmask.

CORP(config-if)#nnnnoooo    sssshhhhuuuuttttddddoooowwwwnnnn Enables the interface.

CORP(config)#iiiinnnntttteeeerrrrffffaaaacccceeee    ffffaaaasssstttteeeetttthhhheeeerrrrnnnneeeetttt    0000////1111 Moves to interface configuration 
mode.

CORP(config-if)#ddddeeeessssccccrrrriiiippppttttiiiioooonnnn    lllliiiinnnnkkkk    ttttoooo    3333555566660000    
SSSSwwwwiiiittttcccchhhh 

Sets the locally significant 
interface description.

CORP(config-if)#iiiipppp    aaaaddddddddrrrreeeessssssss    111177772222....33331111....1111....5555    
222255555555....222255555555....222255555555....222255552222

Assigns the IP address and 
netmask.

CORP(config-if)#nnnnoooo    sssshhhhuuuuttttddddoooowwwwnnnn Enables the interface.

CORP(config-if)#eeeexxxxiiiitttt Returns to global configuration 
mode.

CORP(config)#iiiinnnntttteeeerrrrffffaaaacccceeee    ffffaaaasssstttteeeetttthhhheeeerrrrnnnneeeetttt    0000////0000 Enters interface configuration 
mode.

CORP(config-if)#dddduuuupppplllleeeexxxx    ffffuuuullllllll Enables full-duplex operation to 
ensure trunking will take effect 
between here and L2Switch2.

CORP(config-if)#nnnnoooo    sssshhhhuuuuttttddddoooowwwwnnnn Enables the interface.
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• NetBIOS name server (port 137) 

• NetBIOS datagram server (port 138) 

• Boot Protocol (BOOTP) client and server datagrams (ports 67 and 68) 

• TACACS service (port 49) 

• Host Name Service (port 42)

To close some of these ports, use the no ip forward-protocol udp x command at 
the global configuration prompt, where x is the port number you want to close. 
The following command stops the forwarding of broadcasts to port 49:

Router(config)#nnnnoooo    iiiipppp    ffffoooorrrrwwwwaaaarrrrdddd----pppprrrroooottttooooccccoooollll    uuuuddddpppp    44449999    

To open other UDP ports, use the ip forward-helper udp x command, where x is 
the port number you want to open:

Router(config)#iiiipppp    ffffoooorrrrwwwwaaaarrrrdddd----pppprrrroooottttooooccccoooollll    uuuuddddpppp    555511117777

DHCP Client on a Cisco IOS Software Ethernet Interface

Configuration Example: DHCP

Figure 4-2 illustrates the network topology for the configuration that follows, which shows 
how to configure DHCP services on a Cisco IOS router using the commands covered in this 
chapter.

Figure 4-2 Network Topology for DHCP Configuration

Router(config)#iiiinnnntttteeeerrrrffffaaaacccceeee    
ffffaaaasssstttteeeetttthhhheeeerrrrnnnneeeetttt    0000////0000

Moves to interface configuration mode.

Router(config-if)#iiiipppp    aaaaddddddddrrrreeeessssssss    ddddhhhhccccpppp Specifies that the interface acquire an IP 
address through DHCP.

NOTE: The ip address dhcp command 
can also be applied on an L3 switch at the 
SVI as well as any port where the no 
switchport command has been used.
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Troubleshooting CEF

Switch#sssshhhhoooowwww iiiinnnntttteeeerrrrffffaaaacccceeee    
ggggiiiiggggaaaabbbbiiiitttteeeetttthhhheeeerrrrnnnneeeetttt    1111////1111 | iiiinnnncccclllluuuuddddeeee    
sssswwwwiiiittttcccchhhheeeedddd

Displays switching statistics that show 
statistics for each layer.

Switch#sssshhhhoooowwww    aaaaddddjjjjaaaacccceeeennnnccccyyyy    ffffaaaasssstttteeeetttthhhheeeerrrrnnnneeeetttt    
0000////22220000    ddddeeeettttaaaaiiiillll

Displays the content of the information 
to be used during L2 encapsulation.

NOTE: When using the show 
adjacency interface xx detail
command, both the next hop-hop and 
local MAC addresses are displayed as 
well as the well-known Ethertype value 
of the encapsulation protocol (0x0800 
for IP).

Switch#sssshhhhoooowwww    cccceeeeffff    ddddrrrroooopppp Displays packets that are dropped 
because adjacencies are incomplete or 
nonexistent.

Switch#sssshhhhoooowwww    iiiipppp    iiiinnnntttteeeerrrrffffaaaacccceeee    vvvvllllaaaannnn11110000 Verifies whether CEF is enabled on an 
interface.

Switch#ddddeeeebbbbuuuugggg    iiiipppp    cccceeeeffff Displays debug information for CEF.

Switch#ddddeeeebbbbuuuugggg    iiiipppp    cccceeeeffff    ddddrrrrooooppppssss Displays debug information about 
dropped packets.

Switch#ddddeeeebbbbuuuugggg    iiiipppp    cccceeeeffff    ddddrrrrooooppppssss x Records CEF dropped packets that match 
access-list x.

Switch#ddddeeeebbbbuuuugggg    iiiipppp    cccceeeeffff    rrrreeeecccceeeeiiiivvvveeee Displays packets that are not switched 
using information from the FIB but that 
are received and sent to the next 
switching layer.

Switch#ddddeeeebbbbuuuugggg    iiiipppp    cccceeeeffff    eeeevvvveeeennnnttttssss Displays general CEF events.

Switch#ddddeeeebbbbuuuugggg    iiiipppp    cccceeeeffff    pppprrrreeeeffffiiiixxxx----iiiippppcccc Displays updates related to IP prefix 
information.

Switch#ddddeeeebbbbuuuugggg    iiiipppp    cccceeeeffff    ttttaaaabbbblllleeee Produces a table showing events related 
to the FIB table.

Switch#ppppiiiinnnngggg    iiiipppp Performs an extended ping.

Preview from Notesale.co.uk

Page 94 of 210



CHAPTER 5

Implementing a Highly
Available Network

This chapter provides information and commands concerning the following topics:

• Implementing network logging

• Service Level Agreements (SLA)

Implementing Network Logging

Configuring Syslog
Cisco routers and switches are capable of logging information relating to a number of 
different kinds of events that occur—configuration changes, ACL violations, interface 
status, and so on. Cisco network devices can direct these log messages to several 
different locations: console, terminal lines, memory buffers, SNMP traps, or an 
external syslog server.

To get the most out of your device log messages, it is imperative that your devices 
display the correct time; using NTP helps facilitate your routers all having the correct 
time.

Messages are listed by the facility (hardware device, protocol, or a module or system 
software) that produces the messages. Within each facility, messages are listed by the 
severity level, from highest to lowest and a description mnemonic. Each message is 
followed by an explanation and a recommended action.

Figure 5-1 shows the message structure and format of Cisco network device System 
Message Log messages.

Figure 5-1 System Message Log Message Structure

Message-text

MNEMONIC

SEVERITY

FACILITY-SUBFACILITY

Date and time of the error.

*Mar 5 21:02:43.333:   %SYS-5-CONFIG_I:   Configured from console by console
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80   Implementing Network Logging

There are eight levels of severity in logging messages:

Setting a level means you will get that level and everything below it. For example, Level 6 
means you will receive Level 6 down to Level 0 messages. Level 4 means you will get 
messages for Levels 4–0. The default reporting level is typically Level 7 (debugging).

Level Name Definition Example

0 emergencies System is unusable Cisco IOS Software could not 
load

1 alerts Immediate action needed Temperature too high

2 critical Critical conditions Unable to allocate memory

3 errors Error conditions Invalid memory size 

4 warnings Warning conditions Crypto operation failed

5 notifications Normal but significant 
conditions

Interface changed state, up or 
down

6 informational Informational messages Packet denied by ACL (default)

7 debugging Debugging messages Packet type invalid

Switch(config)#llllooooggggggggiiiinnnngggg    oooonnnn Enables logging to all 
supported destinations.

Switch(config)#llllooooggggggggiiiinnnngggg    bbbbuuuuffffffffeeeerrrreeeedddd    wwwwaaaarrrrnnnniiiinnnnggggssss Enables local logging for 
events that are warnings 
and more serious.

Switch(config)#llllooooggggggggiiiinnnngggg    bbbbuuuuffffffffeeeerrrreeeedddd    4444000099996666 Creates a local logging 
buffer of 4096 bytes.

Switch(config)#llllooooggggggggiiiinnnngggg    111199992222....111166668888....11110000....55553333 Sends logging messages to 
a syslog server host at 
address 192.168.10.53.

NOTE: This is equivalent 
to the logging host
command.

Switch(config)#llllooooggggggggiiiinnnngggg    ssssyyyyssssaaaaddddmmmmiiiinnnn Sends logging messages to 
a syslog server host named 
sysadmin.
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CAUTION: If any debugging is enabled and the logging buffer is configured to 
include Level 7 (debugging) messages, the debug output will be included in the 
system log.

Configuring an SNMP Managed Node

Switch(config)#llllooooggggggggiiiinnnngggg    ttttrrrraaaapppp    x Sets the syslog server 
logging level to value x,
where x = a number 
between 0 and 7 or a word 
defining the level.

Switch(config)#llllooooggggggggiiiinnnngggg    ssssoooouuuurrrrcccceeee----iiiinnnntttteeeerrrrffffaaaacccceeee    
llllooooooooppppbbbbaaaacccckkkk    0000

Sets the source IP address 
of the syslog packets, 
regardless of the interface 
where the packets actually 
exit the router.

Switch(config)#sssseeeerrrrvvvviiiicccceeee    ttttiiiimmmmeeeessssttttaaaammmmppppssss    lllloooogggg    ddddaaaatttteeeettttiiiimmmmeeee Includes a timestamp in all 
subsequent syslog 
messages.

Switch#sssshhhhoooowwww    llllooooggggggggiiiinnnngggg Displays the local logs and 
some current settings.

Switch#ccccoooonnnnffffiiiigggguuuurrrreeee    tttteeeerrrrmmmmiiiinnnnaaaallll Enters global 
configuration mode.

Switch(config)#aaaacccccccceeeessssssss----lllliiiisssstttt    11110000    ppppeeeerrrrmmmmiiiitttt    iiiipppp    
11110000....1111....1111....0000    0000....0000....0000....222255555555

Configures an access list 
to define the managing IP 
segment(s).

Switch(config)#ssssnnnnmmmmpppp----sssseeeerrrrvvvveeeerrrr    ccccoooommmmmmmmuuuunnnniiiittttyyyy    CCCCIIIISSSSCCCCOOOONNNNEEEETTTT2222 Configures the community 
string.

Switch(config)#ssssnnnnmmmmpppp----sssseeeerrrrvvvveeeerrrr    ccccoooommmmmmmmuuuunnnniiiittttyyyy    CCCCIIIISSSSCCCCOOOONNNNEEEETTTT2222    
rrrroooo    11110000

Optionally specifies either 
read-only (ro) or read-
write (rw) if you want 
authorized management 
stations to retrieve and 
modify MIB objects.

Optionally specifies an 
access list permitting 
management traffic.
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Debugging HSRP

switch(config)#ttttrrrraaaacccckkkk    99990000    iiiipppp    
ssssllllaaaa    11110000    ssssttttaaaatttteeee

Creates an object, 90, to track the state of SLA 
process 10.

switch(config)#iiiinnnntttteeeerrrrffffaaaacccceeee    
vvvvllllaaaannnn    11110000

Moves to interface configuration mode.

switch(config-if)#iiiipppp    aaaaddddddddrrrreeeessssssss    
111199992222....111166668888....11110000....1111    222255555555....222255555555....222255555555....0000

Assigns IP address and netmask.

switch(config-if)#ssssttttaaaannnnddddbbbbyyyy    11110000    
iiiipppp    111199992222....111166668888....11110000....222255554444

Activates HSRP group 10 on the interface and 
creates a virtual IP address of 192.168.10.254 
for use in HSRP.

switch(config-if)#ssssttttaaaannnnddddbbbbyyyy    11110000    
pppprrrriiiioooorrrriiiittttyyyy    111111110000

Assigns a priority value of 110 to standby group 
10.

switch(config-if)#ssssttttaaaannnnddddbbbbyyyy    11110000    
pppprrrreeeeeeeemmmmpppptttt

Preempts, or takes control of, the active switch if 
the local priority is higher than the active switch.

switch(config-if)#ssssttttaaaannnnddddbbbbyyyy    11110000    
ttttrrrraaaacccckkkk    99990000    ddddeeeeccccrrrreeeemmmmeeeennnntttt    22220000

Tracks the state of object 90 and decrements the 
device priority if the object fails.

Switch#ddddeeeebbbbuuuugggg    ssssttttaaaannnnddddbbbbyyyy Displays all HSRP debugging information, 
including state changes and transmission/
reception of HSRP packets.

Switch#ddddeeeebbbbuuuugggg    ssssttttaaaannnnddddbbbbyyyy    eeeerrrrrrrroooorrrrssss Displays HSRP error messages.

Switch#ddddeeeebbbbuuuugggg    ssssttttaaaannnnddddbbbbyyyy    eeeevvvveeeennnnttttssss Displays HSRP event messages.

Switch#ddddeeeebbbbuuuugggg    ssssttttaaaannnnddddbbbbyyyy    eeeevvvveeeennnnttttssss    
tttteeeerrrrsssseeee

Displays all HSRP events except for hellos and 
advertisements.

Switch#ddddeeeebbbbuuuugggg    ssssttttaaaannnnddddbbbbyyyy    eeeevvvveeeennnnttttssss    
ttttrrrraaaacccckkkk

Displays all HSRP tracking events.

Switch#ddddeeeebbbbuuuugggg    ssssttttaaaannnnddddbbbbyyyy    ppppaaaacccckkkkeeeettttssss Displays HSRP packet messages.

Switch#ddddeeeebbbbuuuugggg    ssssttttaaaannnnddddbbbbyyyy    tttteeeerrrrsssseeee Displays all HSRP errors, events, and packets, 
except for hellos and advertisements.
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Gateway Load Balancing Protocol 

Gateway Load Balancing Protocol (GLBP) protects data traffic from a failed router or 
circuit, like HSRP and VRRP, while allowing packet load sharing between a group of 
redundant routers.

Configuring GLBP

Router(config)#iiiinnnntttteeeerrrrffffaaaacccceeee    
ffffaaaasssstttteeeetttthhhheeeerrrrnnnneeeetttt    0000////0000

Moves to interface config mode.

Router(config)#iiiinnnntttteeeerrrrffffaaaacccceeee    
vvvvllllaaaannnn    11110000

Moves to interface config mode.

Router(config-if)#iiiipppp    aaaaddddddddrrrreeeessssssss    
111177772222....11116666....111100000000....5555    222255555555....222255555555....222255555555....0000

Assigns an IP address and netmask.

Router(config-if)#ggggllllbbbbpppp    11110000    iiiipppp    
111177772222....11116666....111100000000....1111

Enables GLBP for group 10 on this interface with 
a virtual address of 172.16.100.1. The range of 
group numbers is from 0 to 1023.

Router(config-if)#ggggllllbbbbpppp    11110000    
pppprrrreeeeeeeemmmmpppptttt

Configures the switch to preempt, or take over, as 
the active virtual gateway (AVG) for group 10 if this 
switch has a higher priority than the current AVG.

Router(config-if)#ggggllllbbbbpppp    11110000    
pppprrrreeeeeeeemmmmpppptttt    ddddeeeellllaaaayyyy    mmmmiiiinnnniiiimmmmuuuummmm    66660000

Configures the router to preempt, or take over, as 
AVG for group 10 if this router has a higher 
priority than the current active virtual forwarder 
(AVF) after a delay of 60 seconds.

Router(config-if)#ggggllllbbbbpppp    11110000    
ffffoooorrrrwwwwaaaarrrrddddeeeerrrr    pppprrrreeeeeeeemmmmpppptttt

Configures the router to preempt, or take over, as 
AVF for group 10 if this router has a higher 
priority than the current AVF. This command is 
enabled by default with a delay of 30 seconds.

Router(config-if)#ggggllllbbbbpppp    11110000    
pppprrrreeeeeeeemmmmpppptttt    ddddeeeellllaaaayyyy    mmmmiiiinnnniiiimmmmuuuummmm    66660000

Configures the router to preempt, or take over, as 
AVF for group 10 if this router has a higher priority 
than the current AVF after a delay of 60 seconds.

Preview from Notesale.co.uk

Page 113 of 210



Configuration Example: HSRP on L3 Switch     101

Switch DLS1

DLS1(config)#iiiinnnntttteeeerrrrffffaaaacccceeee    vvvvllllaaaannnn    1111 Moves to interface configuration 
mode.

DLS1(config-if)#ssssttttaaaannnnddddbbbbyyyy    1111    iiiipppp    
111199992222....111166668888....1111....222255554444

Activates HSRP group 1 on the 
interface and creates a virtual IP 
address of 192.168.1.254 for use in 
HSRP.

DLS1(config-if)#ssssttttaaaannnnddddbbbbyyyy    1111    pppprrrriiiioooorrrriiiittttyyyy    
111100005555

Assigns a priority value of 105 to 
standby group 1.

DLS1(config-if)#ssssttttaaaannnnddddbbbbyyyy    1111    pppprrrreeeeeeeemmmmpppptttt Preempts, or takes control of, VLAN 1 
forwarding if the local priority is 
higher than the active switch VLAN 1 
priority.

DLS1(config-if)#ssssttttaaaannnnddddbbbbyyyy    1111    ttttrrrraaaacccckkkk    
ffffaaaassssttttEEEEtttthhhheeeerrrrnnnneeeetttt    0000////1111    22220000

HSRP tracks the availability of 
interface FastEthernet 0/1. If 
FastEthernet 0/1 goes down, the 
priority of the switch in group 1 is 
decremented by 20.

DLS1(config-if)#ssssttttaaaannnnddddbbbbyyyy    1111    ttttrrrraaaacccckkkk    
ffffaaaassssttttEEEEtttthhhheeeerrrrnnnneeeetttt    0000////2222

HSRP tracks the availability of 
interface FastEthernet 0/2. If 
FastEthernet 0/2 goes down, the 
priority of the switch in group 1 is 
decremented by the default value of 
10.

DLS1(config-if)#eeeexxxxiiiitttt Moves to global configuration mode.

DLS1(config)#iiiinnnntttteeeerrrrffffaaaacccceeee    vvvvllllaaaannnn    11110000 Moves to interface configuration 
mode.

DLS1(config-if)#ssssttttaaaannnnddddbbbbyyyy    11110000    iiiipppp    
111199992222....111166668888....11110000....222255554444

Activates HSRP group 10 on the 
interface and creates a virtual IP 
address of 192.168.10.254 for use in 
HSRP.

DLS1(config-if)#ssssttttaaaannnnddddbbbbyyyy    11110000    pppprrrriiiioooorrrriiiittttyyyy    
111100005555

Assigns a priority value of 105 to 
standby group 1.

DLS1(config-if)#ssssttttaaaannnnddddbbbbyyyy    11110000    pppprrrreeeeeeeemmmmpppptttt Preempts, or takes control of, VLAN 
10 forwarding if the local priority is 
higher than the active switch VLAN 
10 priority.
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DLS1(config-if)#ssssttttaaaannnnddddbbbbyyyy    11110000    ttttrrrraaaacccckkkk    
ffffaaaassssttttEEEEtttthhhheeeerrrrnnnneeeetttt    0000////1111    22220000

HSRP tracks the availability of 
interface FastEthernet 0/1. If 
FastEthernet 0/1 goes down, the 
priority of the switch in group 10 is 
decremented by 20.

DLS1(config-if)#ssssttttaaaannnnddddbbbbyyyy    11110000    ttttrrrraaaacccckkkk    
ffffaaaassssttttEEEEtttthhhheeeerrrrnnnneeeetttt    0000////2222

HSRP tracks the availability of 
interface FastEthernet 0/2. If 
FastEthernet 0/2 goes down, the 
priority of the switch in group 10 is 
decremented by the default value of 
10.

DLS1(config-if)#eeeexxxxiiiitttt Moves to global configuration mode.

DLS1(config)#iiiinnnntttteeeerrrrffffaaaacccceeee    vvvvllllaaaannnn    22220000 Moves to interface configuration 
mode.

DLS1(config-if)#ssssttttaaaannnnddddbbbbyyyy    22220000    iiiipppp    
111199992222....111166668888....22220000....222255554444

Activates HSRP group 20 on the 
interface and creates a virtual IP 
address of 192.168.20.254 for use in 
HSRP.

DLS1(config-if)#ssssttttaaaannnnddddbbbbyyyy    22220000    pppprrrriiiioooorrrriiiittttyyyy    
111100000000

Assigns a priority value of 100 to 
standby group 20.

DLS1(config-if)#ssssttttaaaannnnddddbbbbyyyy    22220000    ttttrrrraaaacccckkkk    
ffffaaaassssttttEEEEtttthhhheeeerrrrnnnneeeetttt    0000////1111    22220000

HSRP tracks the availability of 
interface FastEthernet 0/1. If 
FastEthernet 0/1 goes down, the 
priority of the switch in group 20 is 
decremented by 20.

DLS1(config-if)#ssssttttaaaannnnddddbbbbyyyy    22220000    ttttrrrraaaacccckkkk    
ffffaaaassssttttEEEEtttthhhheeeerrrrnnnneeeetttt    0000////2222

HSRP tracks the availability of 
interface FastEthernet 0/2. If 
FastEthernet 0/2 goes down, the 
priority of the switch in group 20 is 
decremented by the default value of 
10.

DLS1(config-if)#eeeexxxxiiiitttt Moves to global configuration mode.

DLS1(config)#iiiinnnntttteeeerrrrffffaaaacccceeee    vvvvllllaaaannnn    33330000 Moves to interface configuration 
mode.

DLS1(config-if)#ssssttttaaaannnnddddbbbbyyyy    33330000    iiiipppp    
111199992222....111166668888....33330000....222255554444

Activates HSRP group 30 on the 
interface and creates a virtual IP 
address of 192.168.30.254 for use in 
HSRP.
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Switch DLS2

DLS1(config-if)#ssssttttaaaannnnddddbbbbyyyy    33330000    pppprrrriiiioooorrrriiiittttyyyy    
111100000000

Assigns a priority value of 100 to 
standby group 30.

DLS1(config-if)#ssssttttaaaannnnddddbbbbyyyy    33330000    ttttrrrraaaacccckkkk    
ffffaaaassssttttEEEEtttthhhheeeerrrrnnnneeeetttt    0000////1111    22220000

HSRP tracks the availability of 
interface FastEthernet 0/1. If 
FastEthernet 0/1 goes down, the 
priority of the switch in group 30 is 
decremented by 20.

DLS1(config-if)#ssssttttaaaannnnddddbbbbyyyy    33330000    ttttrrrraaaacccckkkk    
ffffaaaassssttttEEEEtttthhhheeeerrrrnnnneeeetttt    0000////2222

HSRP tracks the availability of 
interface FastEthernet 0/2. If 
FastEthernet 0/2 goes down, the 
priority of the switch in group 30 is 
decremented by the default value of 
10.

DLS1(config-if)#eeeexxxxiiiitttt Moves to global configuration mode.

DLS2(config)#iiiinnnntttteeeerrrrffffaaaacccceeee    vvvvllllaaaannnn    1111 Moves to interface configuration 
mode.

DLS2(config-if)#ssssttttaaaannnnddddbbbbyyyy    1111    iiiipppp    
111199992222....111166668888....1111....222255554444

Activates HSRP group 1 on the 
interface and creates a virtual IP 
address of 192.168.1.254 for use in 
HSRP.

DLS2(config-if)#ssssttttaaaannnnddddbbbbyyyy    1111    pppprrrriiiioooorrrriiiittttyyyy    
111100000000

Assigns a priority value of 100 to 
standby group 1.

DLS2(config-if)#ssssttttaaaannnnddddbbbbyyyy    1111    ttttrrrraaaacccckkkk    
ffffaaaassssttttEEEEtttthhhheeeerrrrnnnneeeetttt    0000////1111    22220000

HSRP tracks the availability of 
interface FastEthernet 0/1. If 
FastEthernet 0/1 goes down, the 
priority of the switch in group 1 is 
decremented by 20.

DLS2(config-if)#ssssttttaaaannnnddddbbbbyyyy    1111    ttttrrrraaaacccckkkk    
ffffaaaassssttttEEEEtttthhhheeeerrrrnnnneeeetttt    0000////2222

HSRP tracks the availability of 
interface FastEthernet 0/2. If 
FastEthernet 0/2 goes down, the 
priority of the switch in group 1 is 
decremented by the default value of 
10.

DLS2(config-if)#eeeexxxxiiiitttt Moves to global configuration mode.

DLS2(config)#iiiinnnntttteeeerrrrffffaaaacccceeee    vvvvllllaaaannnn    11110000 Moves to interface configuration 
mode.
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Configuring Switch Port Security

Switch(config)#mmmmaaaacccc    aaaaddddddddrrrreeeessssssss----ttttaaaabbbblllleeee    
ssssttttaaaattttiiiicccc    1111222233334444....5555666677778888....99990000aaaabbbb    vvvvllllaaaannnn    4444    
iiiinnnntttteeeerrrrffffaaaacccceeee    ggggiiiiggggaaaabbbbiiiitttteeeetttthhhheeeerrrrnnnneeeetttt    0000////1111

Destination MAC address 
1234.5678.90ab is added to the MAC 
address table. Packets with this address 
are forwarded out interface 
gigabitethernet 0/1.

Switch(config)#iiiinnnntttteeeerrrrffffaaaacccceeee    
ffffaaaasssstttteeeetttthhhheeeerrrrnnnneeeetttt    0000////1111

Moves to interface configuration mode.

Switch(config-if)#sssswwwwiiiittttcccchhhhppppoooorrrrtttt    ppppoooorrrrtttt----
sssseeeeccccuuuurrrriiiittttyyyy

Enables port security on the interface.

Switch(config-if)#sssswwwwiiiittttcccchhhhppppoooorrrrtttt    ppppoooorrrrtttt----
sssseeeeccccuuuurrrriiiittttyyyy    mmmmaaaaxxxxiiiimmmmuuuummmm    4444

Sets a maximum limit of four MAC 
addresses that are allowed on this port.

NOTE: The maximum number of secure 
MAC addresses that you can configure on 
a switch is set by the maximum number 
of available MAC addresses allowed in 
the system.

Switch(config-if)#sssswwwwiiiittttcccchhhhppppoooorrrrtttt    ppppoooorrrrtttt----
sssseeeeccccuuuurrrriiiittttyyyy    mmmmaaaacccc----aaaaddddddddrrrreeeessssssss    
1111222233334444....5555666677778888....99990000aaaabbbb

Sets a specific secure MAC address 
1234.5678.90ab. You can add additional 
secure MAC addresses up to the 
maximum value configured. 

Switch(config-if)#sssswwwwiiiittttcccchhhhppppoooorrrrtttt    ppppoooorrrrtttt----
sssseeeeccccuuuurrrriiiittttyyyy    vvvviiiioooollllaaaattttiiiioooonnnn    sssshhhhuuuuttttddddoooowwwwnnnn

Configures port security to shut down the 
interface if a security violation occurs.

NOTE: In shutdown mode, the port is 
errdisabled, a log entry is made, and 
manual intervention or errdisable 
recovery must be used to reenable the 
interface.

Switch(config-if)#sssswwwwiiiittttcccchhhhppppoooorrrrtttt    ppppoooorrrrtttt----
sssseeeeccccuuuurrrriiiittttyyyy    vvvviiiioooollllaaaattttiiiioooonnnn    rrrreeeessssttttrrrriiiicccctttt

Configures port security to restrict mode 
if a security violation occurs.

NOTE: In restrict mode, frames from a 
non-allowed address are dropped and a 
log entry is made. The interface remains 
operational.
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Switch(config)#vvvvllllaaaannnn    aaaacccccccceeeessssssss----mmmmaaaapppp    
DDDDRRRROOOOPPPP1111    5555

Creates a VLAN access map named DROP1
and moves into VLAN access map 
configuration mode. A sequence number of 5 
is assigned to this access map. If no 
sequence number is given at the end of the 
command, a default number of 10 is 
assigned.

Switch(config-access-map)#mmmmaaaattttcccchhhh    
iiiipppp    aaaaddddddddrrrreeeessssssss    TTTTEEEESSSSTTTT1111

Defines what needs to occur for this action to 
continue. In this case, packets filtered out by 
the named ACL test1 will be acted upon.

NOTE: You can match ACLs based on the 
following:

IP ACL number: 1–199 and 1300–2699

IP ACL name

IPX ACL number: 800–999

IPX ACL name

MAC address ACL name

Switch(config-access-
map)#aaaaccccttttiiiioooonnnn    ddddrrrroooopppp

Any packet that is filtered out by the ACL 
test1 will be dropped.

NOTE: You can configure the following 
actions:

Drop

Forward

Redirect (works only on a Catalyst 6500)

Switch(config)#vvvvllllaaaannnn    aaaacccccccceeeessssssss----mmmmaaaapppp    
DDDDRRRROOOOPPPP1111    11110000

Creates line 10 of the VLAN access map 
named DROP1.

Switch(config-map)#mmmmaaaattttcccchhhh    mmmmaaaacccc    
aaaaddddddddrrrreeeessssssss    SSSSEEEERRRRVVVVEEEERRRR2222

Matches the MAC access list filter 
SERVER2.

Switch(config-map)#aaaaccccttttiiiioooonnnn    ddddrrrroooopppp Drops all traffic permitted by the MAC 
access-list SERVER2.
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Verifying VLAN Access Maps

Switch(config-map)#vvvvllllaaaannnn    aaaacccccccceeeessssssss----
mmmmaaaapppp    DDDDRRRROOOOPPPP1111    11115555

Creates line 15 of the VLAN access map 
named DROP1.

Switch(config-map)#aaaaccccttttiiiioooonnnn    
ffffoooorrrrwwwwaaaarrrrdddd

Forwards traffic not specified to be dropped 
in line 5 and 10 of the VLAN access-map 
DROP1.

Switch(config-map)#eeeexxxxiiiitttt Exits access-map configuration mode.

Switch(config)#vvvvllllaaaannnn    ffffiiiilllltttteeeerrrr    
DDDDRRRROOOOPPPP1111    vvvvllllaaaannnn----lllliiiisssstttt    22220000----33330000

Applies the VLAN map named DROP1 to 
VLANs 20–30.

NOTE: The vlan-list argument can refer to 
a single VLAN (26), a consecutive list (20–
30), or a string of VLAN IDs (12, 22, 32). 
Spaces around the comma and hyphen are 
optional.

Switch#sssshhhhoooowwww    vvvvllllaaaannnn    aaaacccccccceeeessssssss----mmmmaaaapppp Displays all VLAN access maps.

Switch#sssshhhhoooowwww    vvvvllllaaaannnn    aaaacccccccceeeessssssss----mmmmaaaapppp    
DDDDRRRROOOOPPPP1111

Displays the VLAN access map named 
DROP1.

Switch#sssshhhhoooowwww    vvvvllllaaaannnn    ffffiiiilllltttteeeerrrr Displays what filters are applied to all 
VLANs.

Switch#sssshhhhoooowwww    vvvvllllaaaannnn    ffffiiiilllltttteeeerrrr    aaaacccccccceeeessssssss----
mmmmaaaapppp    DDDDRRRROOOOPPPP1111

Displays the filter for the specific VLAN 
access map named DROP1.
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CHAPTER 8

Accommodating
Voice and Video

in Campus Networks

This chapter provides information and commands concerning the following topics:

• Communications subsystems

• Configuring and Verifying Voice VLANs 

• Power over Ethernet (PoE)

• High Availability for Voice and Video 

• Configuring AutoQoS: 2960/3560/3750 

— Verifying AutoQoS information: 2960/3560/3750

• Configuring AutoQoS: 6500

— Verifying AutoQoS information: 6500

Figure 8-1 shows the network diagram to be used as a reference for the topics covered 
in this chapter.

Figure 8-1 Router Switch and Phone
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PSTN

Communication
Manager

Preview from Notesale.co.uk

Page 148 of 210



140   Configuring AutoQoS: 6500

Verifying AutoQoS Information: 6500

Console> (enable) sssseeeetttt    qqqqoooossss    aaaauuuuttttooooqqqqoooossss Applies all global QoS settings to all 
ports on the switch.

Console> (enable) sssseeeetttt    ppppoooorrrrtttt    qqqqoooossss    
3333////1111    ----    44448888    aaaauuuuttttooooqqqqoooossss    ttttrrrruuuusssstttt    ccccoooossss

Applies AutoQoS to ports 3/1–48 and 
specifies that the ports should trust CoS 
markings.

Console> (enable) sssseeeetttt    ppppoooorrrrtttt    qqqqoooossss    
3333////1111    ----    44448888    aaaauuuuttttooooqqqqoooossss    ttttrrrruuuusssstttt    ddddssssccccpppp

Applies AutoQoS to ports 3/1–48 and 
specifies that the ports should trust 
DSCP markings.

Console> (enable) sssseeeetttt    ppppoooorrrrtttt    qqqqoooossss    4444////1111    
aaaauuuuttttooooqqqqoooossss    vvvvooooiiiipppp    cccciiiissssccccooooiiiipppppppphhhhoooonnnneeee

Applies AutoQoS settings for any 
Cisco IP Phone on module 4, port 1.

Console> (enable) sssseeeetttt    ppppoooorrrrtttt    qqqqoooossss    4444////1111    
aaaauuuuttttooooqqqqoooossss    vvvvooooiiiipppp    cccciiiissssccccoooossssooooffffttttpppphhhhoooonnnneeee

Applies AutoQoS settings for any Cisco 
IP SoftPhone on module 4, port 1.

Console>    sssshhhhoooowwww    ppppoooorrrrtttt    qqqqoooossss    Displays all QoS-related information.

Console> sssshhhhoooowwww    ppppoooorrrrtttt    qqqqoooossss    3333////1111 Displays all QoS-related information 
for module 3, port 1.
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Switch Configuration for 4400 Series Controllers (EtherChannel)
Figure 9-4 shows the network diagram to be used as a reference for the switch 
configurations for 4400 series controller using an EtherChannel.

Figure 9-4 Switch Configuration for 4400 Controller with EtherChannel

Switch(config-if)#ssssppppaaaannnnnnnniiiinnnngggg----ttttrrrreeeeeeee    
ppppoooorrrrttttffffaaaasssstttt    ttttrrrruuuunnnnkkkk

Configures the port to start forwarding 
immediately for every VLAN on the 
trunk while determining spanning-tree 
port status.

Switch(config-if)#mmmmllllssss    qqqqoooossss    ttttrrrruuuusssstttt    ccccoooossss Classifies the inbound packet by CoS 
value.

Switch(config)#iiiinnnntttteeeerrrrffffaaaacccceeee    
ggggiiiiggggaaaabbbbiiiitttteeeetttthhhheeeerrrrnnnneeeetttt    0000////1111

Moves to interface configuration mode.

Switch(config-if)#cccchhhhaaaannnnnnnneeeellll----ggggrrrroooouuuupppp    1111    
mmmmooooddddeeee    oooonnnn

Assigns the gigabit Ethernet port 0/1 to 
EtherChannel group 1.

Switch(config)#iiiinnnntttteeeerrrrffffaaaacccceeee    
ggggiiiiggggaaaabbbbiiiitttteeeetttthhhheeeerrrrnnnneeeetttt    0000////2222

Moves to interface configuration mode 
for gigabitethernet 0/2.

Switch(config-if)#cccchhhhaaaannnnnnnneeeellll----ggggrrrroooouuuupppp    1111    
mmmmooooddddeeee    oooonnnn

Assigns the gigabit Ethernet port 0/2 to 
EtherChannel group 1.

Switch(config)#iiiinnnntttteeeerrrrffffaaaacccceeee    ppppoooorrrrtttt----
cccchhhhaaaannnnnnnneeeellll    1111

Creates the port-channel logical 
interface port-channel 1.

Switch(config-if)#sssswwwwiiiittttcccchhhhppppoooorrrrtttt    ttttrrrruuuunnnnkkkk    
eeeennnnccccaaaappppssssuuuullllaaaattttiiiioooonnnn    ddddooootttt1111qqqq

Chooses 802.1Q as the trunking 
protocol for the port channel.

Switch(config-if)#sssswwwwiiiittttcccchhhhppppoooorrrrtttt    ttttrrrruuuunnnnkkkk    
nnnnaaaattttiiiivvvveeee    vvvvllllaaaannnn    99999999

Defines VLAN 99 at the native VLAN 
for this trunk.
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Figure 9-9 First Screen of the GUI Configuration Wizard

Figure 9-10 shows the second screen of the GUI Configuration Wizard. This is where you 
configure the IP address and netmask of the service interface and enable DHCP, if desired.

Figure 9-10 Service Interface Configuration of the GUI Configuration Wizard
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Configuration Example: Configuring a 3560 Switch to Support 

WLANs and APs

Figure 9-23 shows the network topology for the configuration that follows, which shows 
how to configure a 3560 switch to support WLANs and APs. 

Figure 9-23 Topology for WLAN/AP Support Configuration on a 3560 Switch

Switch>eeeennnnaaaabbbblllleeee Moves to privileged mode.

Switch#ccccoooonnnnffffiiiigggguuuurrrreeee    tttteeeerrrrmmmmiiiinnnnaaaallll Moves to global configuration mode.

Switch(config)#hhhhoooossssttttnnnnaaaammmmeeee    3333555566660000 Sets the host name of the switch.

3560(config)#vvvvllllaaaannnn    1111 Enters VLAN-configuration mode.

3560(config-vlan)#nnnnaaaammmmeeee    MMMMaaaannnnaaaaggggeeeemmmmeeeennnntttt Assigns a name to VLAN 1.

3560(config-vlan)#eeeexxxxiiiitttt Returns to global configuration mode.

3560(config)#vvvvllllaaaannnn    111100000000 Creates VLAN 100 and enters VLAN-
configuration mode.

3560(config-vlan)#nnnnaaaammmmeeee    WWWWiiiirrrreeeelllleeeessssssss Assigns a name to VLAN 100.

3560(config-vlan)#eeeexxxxiiiitttt Returns to global configuration mode.

3560(config)#iiiinnnntttteeeerrrrffffaaaacccceeee    vvvvllllaaaannnn    1111 Moves to interface configuration mode.
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Catalyst Platform

PVLAN

Supported

Minimum

Software

Version

Isolated

VLAN

PVLAN Edge 

(Protected Port)

Community

VLAN

Catalyst 2948G-L3/
4908G-L3

Not
Supported

Not
Supported

Not Supported Not 
Supported

Catalyst 1900 Not 
Supported

Not
Supported

Not Supported Not 
Supported

Catalyst 8500 Not 
Supported

Not
Supported

Not Supported Not 
Supported

Catalyst 3560 12.2(20)SE—
EMI

Yes Yes. 12.1(19)EA1 
onward. 

Yes

Catalyst 3750 12.2(20)SE—
EMI

Yes Yes. 12.1(11)AX 
onward. 

Yes

Catalyst 3750 Metro 12.2(25)EY—
EMI

Yes Yes. 12.1(14)AX 
onward.

Yes

Catalyst 2940 Not 
Supported

Not
Supported

Yes. 12.1(13)AY 
onward.

Not
Supported

Catalyst 2948G/2980G 6.2 Yes Not Supported Yes

Catalyst 2955 Not 
Supported

Not
Supported

Yes. 12.1(6)EA2 
onward.

Not
Supported

Catalyst 2970 Not 
Supported

Not
Supported

Yes. 12.1(11)AX 
onward.

Not
Supported

Catalyst 2960 Not 
Supported

Not
Supported

Yes. 12.2(25)FX 
and later.

Not
Supported

Catalyst Express 500 Not 
Supported

Not
Supported

Not Supported Not 
Supported

Table A-1 Catalyst Switch PVLAN Support Matrix (Continued)
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