Figure 4 Hacked UNICEF Web page

% UNICEF/DAMM Coallition - Netscape

umcef

United Nations Children’s Fund
and DAMM brlng yOu....

anything he or she can think of to attempt to gain
access to or disrupt the target system. While this is
the most realistic and useful, some clients balk at this
level of testing. Clients have several reasons for this,
the most common of which is that the target systems
are “in production™ and interference with their op-
eration could be damaging to the organization’s in-
terests. However, it should be pointed out to such
clients that these very reasons are precisely why a
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“no-holds-barred” approach should be employed. An
intruder will not be playing by the client’s rules. If
the systems are that important to the organization’s
well-being, they should be tested as thoroughly as
possible. In either case, the client should be made
fully aware of the risks inherent to ethical hacker eval-
uations. These risks include alarmed staff and uninten-
tional system crashes, degraded network or system per-
formance, denial of service, and log-file size explosions.
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Regular auditing, vigilant intrusion detection, good
system administration practice, and computer secu-
rity awareness arc all essential parts of an organi-
zation’s security efforts. A single failure in any of
these areas could very well expose an organization
to cyber-vandalism, embarrassment, loss of revenue
or mind sharesor worse. Any new technology has its
benefits and its risks. While ethical hackers can help
clients better understand their security needs, it is
up to the clients to keep their guards in place.
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