().
STDMETHODIMP Invoke( DISPID dispidMembe gd CID Icid, WORD wFlags, DISPPARAMS*
pDispParams, VARIANT* pvarResuIt,ﬁﬁ pExcepinfo, UINT* puArgErr)

{
CComPtr< 'sﬁé@@g}m ; % Qﬁ 23
ifé%n ber == I§§,_ OCUMENTCOMPLETE ) {
P( m @e@ wser2 = pDispParams->rgvarg[1].pdispVal;
CCOmMPtr<IDispatch> pDisp;
HRESULT hr = m_spWebBrowser2->get Document( &pDisp );
if ( FAILED( hr) ) break;
CComQIPtr<IHTMLDocument2, &IID_IHTMLDocument2> spHTML;
SpHTML = pDisp;
if (SpHTML ) {
/Il Get the BODY object
CComPtr<IHTMLElement> m_pBody;
hr = spHTML->get_body( &m_pBody );
Il Get the HTML text
BSTR bstrHTMLText;
hr = m_pBody->get outerHTML( &bstrHTMLText );
/Il Get the URL
CComBSTR url;
m_spWebBrowser2->get LocationURL( &url);
}
}
return S_OK;
}
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* Attack can be selec\tll\q: W@Eﬂ 20 O“
?’Q&\Jl\nous c%@@to an external website and download specific information

NO¥ s

* You should not trust what you see (especially if this is not your computer)

» Use BHOWatcher to regurarly check the BHO installed on your computer
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